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1.1 XL ®IC

<V = 7 DM IR ERO R & BT D 2 DI KBl E NG, BIETIE LY =2 7 O
FIT T 7 ANERNT 520X D REENTHIENTE D, HFLDL SR~V Y =T
Mt R E S N TV B E I T E e\, —F, BRI IX TR D Y E O BREE & T \»
WM TYIV Y =7 28ESE, SV 2 THREBRIITS>BZEFZ2MNT 5. 20720, o
i?@?»@IY%ﬁﬁﬁ&m@mgéﬁfﬂb.%@i?&@m#b,VWWIT%Mﬁﬁ
Bzt 2 72 D BT 2 W2 BN D 5.

MﬂEﬂTH®ﬁ Tl 2015 ERFFRITBVWT, ~HIZMESINIHEDO~ILY = 7I1FH
39 iff, SETIKHERINZYLVY 2 7THENOREBIIN 4ET THETHD EHREI LT
52 BT VFITANARYZ—=IZ (AT, RUA—=iidd2) Z0L5ICKkEBEEINS
VY T O E HERIT>TWA., TDORILY 7 OFFFEER (G, V7 o 7L R—
FNEFRT ) IFBERVE—DTFT —ZR=AIZEEINT WS, TLT, ~HORY KX =TI~
VI = TFOLERE— 214X =3y N ETARBLTWS. REHTWAELER—MEIRY

— BT BN TR OTXFAN—FWERLZHDTHY, YV 7 DERED DT
B (OAUF, EMEREE GRS S) BT SEMERIEHEI N TWS. BRRIZiEI Ly =70
WS, EMEEENICEET 5T 7ML, LYRANY, 2y N7 —2i0EREDER, o<y
7 & DR, BREREOXMSE, VA b OEREENRERINT WS, —fRIZH LA — b
VY = 7 OREMNEICER S NS 2D, rdiThbhz< Ly = 7RO L Eld 5 K&
DI LR = P RERVEZ—DT —EAR—2AZEBINTWS. 1 V& —2v b ETRAIN
TWAMRHT LR — MIERSE TR INTE Y, EBIZMHH X 1172 Application Programming
Interface (LA, API 33 %) % APLIZ5 X S5N7=54, ZEENDOIER 72 & OREM 22 G # % A
HZEIXTER. £, LA —PNEIENTNDPHYLZRFaA L MEROTWVWETZD,
TR OSBRI CHE R ZTARD Z LI L .

IS DL AR— M, F7icxVy 2 TR 75 ECORERFHMND LRDES.
HELRTHPD DB EZLHAHIIATD 200 IF51 5.

o YL LTIFDITFAN= R PERLZEDTH B2, VIV 7 =7 DT S
EDEWFEHIERPFOoNS.



%1 FpE

p=(1[

o RUX—IIHEMZHTTVWED, BHINTWVWEIMITL K- o3 ReEDOY
VD TIZET SN IREROND.
o, TV A—-MZEENSELNEREICIVY = 7 RERTOEFHIIETHLDTH L7
&, Bk U728t L BHESEWEEZ 5N 5.

1.2 ‘=X

AT, TOLIRBERIZHEDETF A NN— ML BT LA — b 2T 2O
MBS 2175, LU T, oNERZFHEL ZEMERE 7T — 2 X—Z (LN, #¥2%E) DB & i
I B) OIFEkEHfET. EYEZEE DB T, ML A— b2 oflidt U 72 EMEZeE) & EERIC< L
U= 7 IMERT 5 APL £ 5 BUE & M 1 5. EMEESE) DB OFERTIEZ ML IZRT.

1. @i LR — N o2 M T 5

2. i U 72 E 0 o, ZHONR, FEFIIL-oTH SR I INSEE, EBRICH

HEhad APL 5| B/ E 2 EF£KT 5

3. EHELUZEREZ T —XRXR—RAIZRHFET S
TEMERE) DB 2 WA Z & T, BN 217 5 BT T — X X — A NOZE) % BEXI O M358 &
UCHEMRH T2 Z 20 HkS. £/, L R— N OZBE O & EBROZEE 250D
JaZ T, TV E— NOEREAEMET 52 LB AREICARS. TNUMIETLT =T D
MR HEMH T 62 N TELIL2FHUTHAEHT Xy hOIRY VU ZIZHF]
AT 5ZeNTE5.

AL TIELARD 2 D& W RIZT 5.

e 8,640 D)L = 7IHARIZH L T Cuckoo Sandbox % U CUNEL 1 2

e Microsoft #1: [3] D~ )V = 75| 1,678 FHIZBH I AN L R — K
L 1 # O L AR — b o BN RE & 2 OFHAX EHE L, T S6 O ERE uIEMEEE) %
EHEIT D, TUT, ERUZEEEHZ T —ZARX—AIHRGFT S, RIZ, T—FZXR=Z%HWN
TENWET O 70 o EERE 2 L, L R— POERZMERT S, 72, ZHo DA
DeETx2HEELT 5.

1.3 &M

AHRDOFEBZEBIZ T DL EY TH 5.
o YL = TN VAR — b oM E) 2 BEIICH T S Gk T L .
o NIVY = THEIMMRENT T 2 5 EIEEE  HEIMITE 5 Z & 2R LU .

o YL THEINMI O NSV Y 2 T LR — NOERE HEIEKT 5 HiE%E R
L7,

12



1.4 G > Dk

INSDEBMZED, YUY = THENRICET MM X SOl GG, /2, <
WV = TIZBET 58 %2 1T > TWAIMIEE DMLY — Ve UTRIHI NG Z LR TE 5.

1.4 WX DB

AKX DOMHERIZLAT O TH S, ZUDIZ2 ETEARILDOMALIZOVWTIHRRS, D
DWT 3 HETIHRBEFEEZMNL, 4HTONMGEREZABRS. 5 BTIEARXOFIRFIEHL 5
BOREEERARD., 6 BETIHEEMEIIOVWTAER, THIZTARIDZLDERRS., Kk
IZ 8 ETAGRI DEE DB 2N T 5.
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R28 PHT—%

ARETIE, AFIZHAT LT —20OFME, L K- ONELEERT.

2.1 FFRI Dataset O# =

KL TIE, MWS O T—X 12w k [4] D—& & L T FFRI #2324t L T\ % FFRI
Dataset 2013 & FFRI Dataset 2014, FFRI Dataset 2015 %= fH\»%. AT IZ FFRI Dataset 2013,
2014, 2015 O ExkE 2.

HBT 2 T XIZISON R THRESI N TV 2B T 7 CTh 5. BN IZHHE L
72V = TRAKIE PE JEADDEITHRET, 1 MiiRH 720 OETRHEIZ 0L L->TW5.
FFRI Dataset 2013: Eifi#H712 1% Cuckoo Sandbox AAHW SN T WS, ¥ILD = 7HIKDIEE
WIRNZ 2012 4E 9 AN 5 2013 3 HETL > TH Y, IR L 42 2 AU 2,644 ik &
RoTW\W5.

FFRI Dataset 2014: Ejff#E#71Z 1% Cuckoo Sandbox & FFRI yarai analyzer Professional 7%\
SN TWA. AL TlE FFRI yarai analyzer Professional D 0 27 % L7\, ¥ )LY = 7
ROINEIAMIX 2014 FE£ 1 A6 2014 F 4 HEFTOMM L > TE D, MBRITNR & 72 5 KK
133,000 MR & 72 o TV 5.

FFRI Dataset 2015: &####7 12 1% Cuckoo Sandbox ZXFHWSNT W3S, TIL T = 7KDY
EHIRNZ 2015 £ 1 A2 5 2015 F 4 Aol ->TE Y, IS L 7 5 IA% FFRI
Dataset 2014 & [A££1Z 3,000 #Rik & 72> T\ 5.

BARIZ Cuckoo Sandbox D1 27 DMl %2 i8R 5. O ZIZ30Ek S T W\ B EHISERA 2 IEH &
BN GO 2 DI KAl E NG, BAREERTIE, SV T7HRIED Ny a7 71 V%
REDT 7 A IWER, K77 7 A IVRICHET 5 XFF], VirusTotal [5] 12 &2 <7 = 7R
DREFRERDVFEIR I N T WS, VirusTotal DFIZ [ 2.1 129 . BRERTIE, EITRO API
EOH UX, VY = 7 A7 - 7285 12T 2158, FETRICERLUZT7 7 1VIER, 727 &R
L7277 74P L YA N VICET AMENGERI N TWS. APLIFOH U I IRSRFEIZ Gl k=
NTHL, & API OB 55E, 773V, EITOREREOFMAERI GEHRI T
5. ZTOHEM221TRT. VT T HBMToBEEICET A EROMNIXX 2.3 12RT. Bk



B2 T — &

"virustotal": {
"scan_id": "ff3ebacbe2edbc2cd95e1148£318d£f7829bcd9533cd2248ec487b8c8eec96de9-1352932528",
"shal": "c8677d117c4d294dce3a523f69184a808e8d0e74",
"resource": "276fba8f53b143e92b942831072bb51d",
"response_code": 1,
"scan_date": "2012-11-14 22:35:28",
"permalink": "https://www.virustotal.com/file/ff3ebac6e2ed4bc2cd95e1148£318d£7829bcd9533¢c
d2248ec487b8c8eec96de9/analysis/1352932528/",
"verbose_msg": "Scan finished, scan information embedded in this object",
"sha256": "ff3ebac6e2edbc2cd95e1148£318d£78290cd9533cd2248ec487b8c8eec96de9",
"positives": 36,
"total": 44,
"md5": "276fba8f53b143e92b942831072bb51d",
"scans": {
"Microsoft": {
"detected": true,
"version": "1.8904",
"result": "Worm:Win32/Vobfus.Gz",
"update": "20121114"},
"Symantec": {
"detected": true,
"version": "20121.2.1.2",
"result": "W32.Changeup!gen20",
"update": "20121114"},
}
} ’
2.1 Virustotal O EHEE D]
"category": "system",
"status": "FAILURE",
"return": "0xc0000135",
"timestamp": "2013-02-28 12:03:55,656",
"thread_id": "432",
"repeated": 1,
"api": "LdrGetDllHandle",

"arguments":
[
{
"name": "FileName",
"value": "C:\\WINDOWS\\system32\\rpcss.dll"
}I
{

"name": "ModuleHandle",
"value": "0x00000000"
}

2.2 API 22— )LOH

U 7z VirusTotal DMEFERIZIE 1 MIKD 72 D RKRKT S HEOT v FUAINVAZ YV (LT,
AV TV UV R T B) IZ X AMEAERIEENT WS, KX Tl Cuckoo Sandbox D1 &7
W@ API 2 —)v a2, VirusTotal DMEFREE, @EDOHEZHW5.

B ERICEEND APLOAT T ZEORTHELEREE T — X2y MEIZE LD
LEDEXK2.1, 2.2, 231TRT. £RKPS VYA MY OEIEIHEHI NS registry, 7 7 1L D
BEICHAI NS filesystem O APLI DEIEDRREWZ &b h 5. BARKIIZIE, FFRI Dataset
2013 TlX 32.72 %, 2014 Tl 54.07 %, 2015 TlZ 64.77 % TH 5. 7L 1ZBABT 20, iR

16



2.1FFRI Dataset D52

"http://5.199.175.164/content/offers/default.aspx",

"network": {
lludpll: [
{
"dport": 53,
"src": "111.22.33.251",
"dst": "111.22.33.1",
"sport": 1033
}
] ’
"http": [
{
l'body" . n ",
"uri":
"user—agent": "Mozilla/4.0
"method": "GET",
"host": "5.199.175.164",
"version": "1.1",
"path":
"data"

(compatible;

"/content/offers/default.aspx",
: "GET /content/offers/default.aspx HTTP/1.1\r\nAccept:

MSIE 6.0;

Windows NT 5.1; Svi1)",

x/*\r\nCookie:

pb_session=0xH17xSrWNHxFg7hUcya8zPx4sIbnBDE_ISyLtZelO_jReLddz6YUQ3txyfSL
F34yIEOwnbhlmKPgqunGsRAZz96SORW3INMCiNk fyUDzdA20Q0Spxaox0TEC4Y6akY2zzNHVQgmMRwW
aTLowXYUGMYEPLFKTWNUSXIx2GB25SEg61£f9xI; WC_PERSISTENT=nSDXZjYGxf6Ni4dv2Zb
UpRw9fuzkhMglS6G7WION3BMAULlQSAPMg8924YtaWEL2dBki81iK7 jtPJzy3YsMeVUvIQud4CH
TYMsS8Q_P93SrPGg8b2yY¥IzrO3j7wpouzZXllndvimOnfmxZscCh4sIhjakhpuxcARg-Ukwvp
InxFpLr; imgshck=zpl=z3VsO8fJI8-U9yTBBc8rdKVLdyDCM8 jADhydO7n8eujnfBcTkCi
QaSKns8f4GuRRT_OMaP2BVtp4BrjBI3aB0tytLGya8bMguehYp7ATZphllVcaBzmbwpsYCcWW
JDSEf7FWS0Jq4QNyOF_Q1G4kCgG70LMH1ZYEXhSA-EDCDFz0Q82 jr-xJAx3VVE-Gj8KM7yJH
Q50BA&page=Vmbwl 5RtumFQLSAcpW18B2L5vZN1GaBmUulNpiJZrmOmWl; clogid=pAWoXO
Xh06j_Jz; member_session=1c0=eT2pst3m3g6XZ4cXes\r\nUser-Agent: Mozilla/4

.0

nConnection:

"port"
}I
]I
"smtp": [

"raw

"dst":

"dport":

l'srcll -
"dst":

"sport":

I

]I

"hosts": [
"111.22.33
"111.22.33
"5.199.175
"111.22.33

(compatible; MSIE 6

: 80

.0;

Windows NT 5.1;
Close\r\nCache-Control:

SV1)\r\nHost:
no-cache\r\nPragma:

5.199.175.164\r\
no-cache\r\n\r\n",

"EHLO server\r\nEHLO server\r\nAUTH LOGIN\r\nAUTH LOGIN\r\nYm9pZn
J1lbmQ1Ng==Ym9pzZnJlbmQ1lNg==\r\n\r\ncmZoZnJla3oycmZoZnJla3oy\r\n\r\n",

"94.100.177.1"

80,
"111.22.33.251",
"5.199.175.164",
1034

.251",
.1",
.164m,
.255™"

1,
"dns": [
{
l'typ
"req
"ans

"domains": [

"ip":

"dom

1.}

e" : llA",

uest": "intohave.com",

wers": [{
"data":
"type " :

P1YI,

{

"29.172.39
"A"

.109",

"29.172.39.109",
ain": "intohave.com"

23 <Y T M7 o 7EfEIZ B S EHR D
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FLUR= 2SI N2 EEEFOKIBIIET7 7 A NVEEL VYA NV EEICETEEDT
BB, KX TIEEIZ filesystem & registry D API 2 5.

#21 A7V 2D APl OO U RIEL (FFRI Dataset 2013)
| #73) | mOHEhEER #EA) |

system 807,960 (47.43% )
registry 380,413 (22.33% )
process 233,080 ( 13.68% )
filesystem 177,039 ( 10.39% )
device 62,122 (3.64% )
synchronization 12,267 (0.72% )
sleep 8,153 (0.47% )
hooking 5,697 (0.33% )
windows 4,965 (0.29% )
threading 4,750 (0.27% )
network 3,465 (0.20% )
services 2,743 (0.16% )
socket 609 (0.03% )

#22 HhF3V D API OFFOH U [EI$ (FFRI Dataset 2014)

EEED IO 7 B (M) |
filesystem 10,172,592 ( 29.08% )
registry 8,743,954 (24.99% )
system 7,817,701 (22.35% )
process 3,624,065 ( 10.36% )
misc 3,208,983 (9.17% )
socket 443,762 ( 1.26% )
windows 430,130 (1.22% )
synchronization 301,751 (0.86% )
threading 141,947 (0.40% )
services 41,135 (0.11% )
device 25,923 (0.07% )
network 25,789 (0.07% )
hooking 483 (0.00% )

ARG ST RN L A — b 2 INEE T 5 BRIZ VirusTotal DRRERE R A 518 5 15 Microsoft #:D
<V = 7 RE% % -5, FFRI Dataset £44&1Z2 8 1F % Microsoft #£D )LD = 7 fEHIZ B9
DIEMER 24 I2F DL, RPOFGILPHAL TR E L, 2.1 HFORY X—DK
G R CRNA DI S N TV R WK, BRSO 2 i VirosTotal ORRERE R 2 0 H R

18



2.1FFRI Dataset D52

#23 K573V ZTed API OIEOH U [E1%4 (FFRI Dataset 2015)
| #73) | MO ENEER @A) |

registry 1,624,371 (45.92% )
filesystem 666,804 ( 18.85% )
process 598,425 (16.92% )
system 266,723 (7.54% )
misc 170,397 (4.81% )
synchronization 76,363 (2.15% )
socket 46,751 (1.32% )
windows 31,060 (0.87% )
threading 25,367 (0.71% )
device 13,904 (0.39% )
anomaly 11,989 (0.33% )
network 2,639 (0.07% )
services 1,493 (0.04% )
hooking 479 (0.01% )

REFEINTOVROVBERZET. AGRXTIE~IVY = 7RI DI U T 2k % BER DMK,
HHHU TWaRWkREZ RATORIKE §5.

% 2.4 Microsoft fLiz BB~V = TRERIZET 52494

| | Microsoft |
< = TR 1,299
TR AV U T W B Rk 4,967

A AVHIBE L T W72 WIS 3,673

Microsoft tD <)V o = 7 fljll 4 O a4 B &2 LUR IR 9 [6].

Type:Platform/Family. Variant[ ! Information]

Type IZ~)VY = 7 WiKIZE5 2 5 2B %#K L TH YD, Backdoor, Trojan, Worm, PWS 72 &
MRH 5. Platform XNV T 2 7 BRHRETETIY N T A= T 0T IIVIEGE, 7714
V7 4=y hEFRLTED, Win32, JS, Javax¥»H 5. Family ZFRUEE%EH DI
T DIIV—=TLAF, x Vo777 3I)—iihdb)2RKLTED, Vobfus, Zbot 72 ¥
NRid., ZOT773I)—HIFAVARYX—HTRRZEDEMEHL TW55E0% 5. Variant
77 IV —0OHifE#%ERLTED, AE® AF O XD BEKREFRZHRVWIFSINEZ 65N 5.
Information |FEfIE#HRZRK L TWE. KimXTIX L OmAHAION, Platform & Family @
ATRINZYNY = TN Z FERE LS. 21X, Worm:Win32/Vobfus.F £ \5 <)L =

T RSP T 5556, £ OEMEIE Win32/Vobfus & 7%, Z OFREIIER T S L A — b
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DINETHAT 5.

2.2 Microsoft #tDfETL K— MIZTDWT

AR5 T EMEEE O R H 2 AW D Microsoft 4L DT L AR — MIZ DWW TR RIZHR RS, fiidfy
LR — M Microsoft 4D 7 = 74 4 b ETAFIENTH Y, URL IXBA FIZR T AR ANZ
foTW5B.

http://www.microsoft.com/security/portal/threat/encyclopedia/
entry.aspx?Name="<)L7 = 7 fjl4"

ARG T3 % Microsoft #E DM L K — Mk EELd URL & FFRI Dataset 7 513 5415
Microsoft #£D < )Lw = 74 2 HH L TINET 5.

T LA — b OFMZEZ LR IZRT. LA — MEHIML TRdddInhTHH, LAR— b
TECIWCRBREZINVY 2 TRNIEIC Lo TERI NS, TV R—bfICEBdIL 7
%, fRfr LR — P PBRIIERSNZFEHE, BirL - bR RBICHESINEA
HoR#EnTtwa, L A— b0 AL "Summary", "What to do now", "Technical
information", "Symptoms" @ 4 D2 HHEHKI NS, U FNIZENETNDRIBNEZRT.

2.2.1 Summary

TN 2T OMENZRINT VS, BEMIZIE, SV T7RED LS BRI TRt 5
DH, IVT L THREZRITEE, Oy 7L DOGE PRIz RENTWS

2.2.2 What to do now

T T TIIBPE U BRIZE ARESFEICOVWTE LN T VWS, BRI, ~ VT %
WA, YR 220ICHATREY 7 vy, YAV TICEEZHZ SNAHECHE DEIE
FE, VA=NTNLVRIATHRINLNT 2T BERELTWEINE I DOMRGERENERINT
W5,

2.2.3 Technical information

<V o7 OEMZEENCET A 5EMIEERA R TN T WA, Technical information O ;g D i
%2457,

2.4 T/RY & 51T Technical information (% id %* tab-link-3C £ 72> T\ 5 div X 7/ THX
NTW5. Microsoft #LDfEMT L AR — MIAEMTEHINTH Y, T TRUKId PHEEIC
BACDREU BGE0H 5. X 2.4 55 0H 3 & 512 Technical information TIX< IV w 7 DHE
MEZEEFIZ L > TV DOPOHEBIZA T THHI NS, Z D546 Tl Installation, Spread via,
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2.2Microsoft L DT L AR — Mz DWW T

<div id="tab-1link-3C">
<h3>Threat behavior</h3>

<p>
Vobfus is often downloaded by other malware,
and also downloads other malware itself, including:

</p>

<ul>
<1i>Win32/Beebone</1i>
<1i>Win32/Fareit</1li>
<1i>Win32/Zbot</1i>

</ul>

<h5>Installation</h5>

<p>
In the wild, we have observed variants of Vobfus being
downloaded by variants of Win32/Beebone.

</p>

<p>
This threat creates a mutex named "A" to mark its infection,
and to make sure that only a single copy of its process is
running on your PC at any one time.

</p>

<p>
It then drops a copy of itself in the
"C:\Documents and Settings\<user>" folder
using a random file name, for example:

</p>

<p>C:\documents and settings\Administrator\zkyip.exe.exe</p>

<h5>Spreads via...</h5>
<p>Network and removable drives</p>
<p>
The worm copies itself to the root directory of network
and removable drives using "rcx<hexadecimal number>.tmp",
then renames this TMP file to any of the following:
</p>
<ul>
<li>passwords.exe</1li>
<li>porn.exe</li>
<li>secret.exe</li>
<li>sexy.exe</li>
<li>subst.exe</1li>
<li>system.exe</1li>
</ul>

<h5>Payload</h5>

<p>Changes PC settings</p>

<p>
Worm:Win32/Vobfus changes the following registry entries
to prevent you from changing how hidden files and folders
are displayed in Windows Explorer:

</p>

<p>
In subkey: HKCU\Software\Microsoft\Windows\CurrentVersion

\Explorer\Advanced<br>

Sets value: "ShowSuperHidden"<br>
With data: "0"

</p>

<p>Downloads and runs other malware</p>

<p>
Worm:Win32/Vobfus tries to connect to a remote host to receive
encrypted commands that, when decrypted, specify the following:
</p>
<p><URL to download><Save as file name></p>

</div>

2.4  Win32/Vobfus [7] (Z# |} % Technical information D& D4
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Payload @ 3 HEIZ 23 TP I NT WS, LA — b TN % IHE % O H B [HE
Top5 2K 25127, ZORFTOEEITSEINEL 72 1685 O L R — b DN, Technical
information PHZSEMEZR B DGR AFAET 5 973 O LR — MIRT 2L > TV 5.

F25 TV A - b TlibN S IEHE A O BRI

| HA% | B A (D) |
Payload 668 (68.65)
Installation 663 (68.13)
Spreads via... 212 (21.78)
Additional information 139 (14.28)
Related encyclopedia entries 18 (1.84)

#K25 CRUZHHOMEZ LFIZRT.
Installation: BRI ITHON S Z2EICET 2 EIwAGH I D, BAERKIZIE, PCEHKDOY
VY 2T 2EEFETTEEOORELERINL T THED IV —2ERTABD 7 7 1 L4,
=D T LI NV BRETHS.

Spread via: JERIET OFE KL HIEICET A ERITEEK I NS, BEWIZIE, VAT
WRIATANHED I —2EKT HBDT7 74 V%, BIGEEN b b ANLDRA ML
PRI ETHB.

Payload: 2 1 > OEEZET 2 EHRVHINDE. BAERIITIE, BRELEINDIHE, EKT
57 74, WEERT FVAREPRIND.
Additional information: iDIEH THH X N ied o 7BIMEHA LK I 5. BRI IX
VD L TEERICENSE Ay 2=V Ry 7 ZAOHHA L @ik, VY = T7HERTEIa—T v
I A, RV T HRET 5 HEIITERBEIZ O W TR EREH I NS,
Related encyclopedia entries: FEH# D & 2 DR DM L K— b A~AD VY > I BB I T

5. Bz, <)o = 7R Win32/Sality[8] Dfi## L K — b Tl Trojan:WinNT/Sality[9],
TrojanSpy:Win32/Keatep.B[10], Virus:Win32/Sality. AM[11], Virus:Win32/Sality.G[12],
Virus:Win32/Sality.G.dll[13], Virus:Win32/Sality.AT[14], Virus:Win32/Sality. AU[15], Win32/Bagle[16],
Worm:Win32/Bagle. IF@mm[17], Worm:Win32/Sality. AU[18] ~D V) > 7 BT N T\ 5

Threat behavior TIXFTA UZHEICEFRR K, K 2.5 TRIFEROWTH CTEEZRESE)IZD
WTOREAATNT WS, FHAX 1 TIHEMREHZOWTRMDOY LY =7 & ORERZ Sk~ 7
slikAEh s, HEX2 TIHEMEBHOFHHE oKL RET7 74, T4LI MY, TEE

A, BEEXERAAY, 7vr3Nd API, BETLEIILY 2T REVEBEINS. 2 DGEE
THHXDEEREN """ 2> TED, TNMURICEBEHRIINEINS. £, ZHETOLDIC
DWTZITTHRL, ZEHOHMP LV FR— MANTHEASINZHRNRREOHIZEHEHHEINS.

ARG Tl <random>, <user name>, <product name> 72 D —FKIZED D Z LW TERVEK
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2.3Microsoft L Dfi#EHr L A — s DUNE

£ 1
BN ORAN R E
g 2
BHHEEOHRANXRE
“EHR 1
LBE x
£ 3
LYZRNYREICET 35X
In subkey: "WROLIZNYF—r
Sets value: "#8Il, EESINBLIRAMN)TVNUZ"
With data: "Bfl, ZEEIhZLYZMYTV M) fE"
£X 4
ZNLICET BERA
Subject: "A—JLYA MIL"
Attachment: "RfEZ7 7"

2.5 fEtr LA — b OFEXDH

HOoZ e 2MRMLEER L LT, EX3TEHVYAMN)ORELHEIZET 2 HEHRI DS
ns. 25 —H#IThy, =M IHPTY MVMEIZET SRR NED, 1 DDV YA L
DEF—It/ LU TEHEOZ Y M) E, =Y MEOMP TS N D D D2 EEBO R HIENTE
T2, FERATEYVY 2 TREREIZHOONDE ANLA—)VIZET 2 EERVEHI NG, &
X3 eER4BZER20FER L TREMICHEHINEZ b H 5.

PERE PN EAR BT L R — MZIEX 2.5 TRTHEAP® HTML & 7O\ G038 5 5 DHTFE
1535, £/, NABWRIZAIZLES>TARLVIADNETNE L FR— MEELET S.

2.2.4 Symptoms

T T TEREEICRSNEFRER T 7 A NMIZOVWTELNTWS., BIRHKIZIX, v ox
THEHETLZVIAMN) OREHE & ZDOREM, V7 2 THERT DT 740V EIZDON
TEWTHS. ZDIHEHDNAI Technical information TR S5 NZNED —#iz2EREL 725
DEi>TW5,

REwI T, @i LR — o EYEZE) % il 9 5 BXIZ Technical information @ & 7% {5 4
5. ZHAUTTEMEREEOZEMIZ DO WTEHE S 1TV S DiE Technical information DA TH O, il
DEHIZ<ILT = 7 ANOXULJTEX Technical information DIk, L HER->TWVWEMNS T
H5.

2.3 Microsoft #tDfE#TL R— b DINE

AEiTI, EEZEEOHMEIZH WS Microsoft DN L AR — b OINE SHiEE2RT. 22HiT
ARz LS A — bAD URL XL FOEBIRANZHE> TN 3.
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http://www.microsoft.com/security/portal/threat/encyclopedia/
entry.aspx?Name="<)L7 = 7 fjl{"

Z DHEREAI & FFRI Dataset 7* 515 5372 1,299 D < )L = 7 FE4 % FI T L AR —

FEINET S, IWEDOFIEZ LT IIRT.

1. ¥ ) =7 % & URL OA#HHAIA S URL Y X N 2 {EKT 5

2. YA bOdh o RUEDOFEI# D URL 2 —D#RT 5

3. BN L7 URL 2 W TR L R — b 2INEET 5

4. WEU - LR — h 2 SOt L R — bAD Y v 7 2T 5

5. i LY v oo s RKINEDOS LY 2 TREMNAOE D% ) A MZBMNT S

6. 3~ 6 DU %D K

7. FFRI Dataset 2* il U7z~ )V = 7RI DJFEFEIZDOWT 2 ~ 6 DI Z 4TS

AR X TlE EFED & 51z, LA — Nduz B 2o EHIZEE T 2L A — N B IUE
DXL LTWA., ZhiE~ Ly = TN & > TIEMH L A — b D Technical information T
BRI OWTHRRSNT, F—OEEEE 2 FHFOMOMEN L R—hADY v 7 DOADEH
ENTVWIEERHLPoTHSL. £z, KX TIRHEROMNLHA—FBIEDONGZ L LT
W5, ZHIFFFEOM LR — MZIE 7 7 ) —ICB T BB HBMINTE O EHELS
Thd.

FROFEZL > THONLMIT L A—FOBIZOVWTELDALEDER 2.6 ITRT. HiE
L7z & 512 FFRI Dataset 2 S U7z~ )V o = 7L 1,299 T, TZh o4k L -5 E
#1E 546 TH o7, ZTORMEL K 2.6 55, FFRI Dataset TN TWa )LD = 7 A D
1.39% 2B U TR DHEET 2 DI L R — ABFEHELRWI &, KX TEHL 7ZH
FEIZBH LU CTlX 76.2% TRIFL R— " DBMFEHE L TWRWZ 2D3b 5., ZHIEAKRXTEEL
FREIREDIN T 2T 77 IV —TOAFHLETHLWVI L ERLTNS.

#2.6 WHEULMTL = FDOIL Y = 7RFNZDWT
S IEADIEEPS TR #L
FFRI Dataset 2 Sl L 725 D 1,281
FFRI Dataset %> 5 #ifi i U 72 & @ D J5{f# 130
VAR—MHRDY v ol Lzb 0 267
B 1,678
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B3IE EE

ARETI, REFIROME,

Jdu

= N
:\
/

2.3 Wi TN U 7=k L R — MZxd A0 A1, LE— Fh»

S QEMEEE O TR, BN O 2 h S EIEEE 2 Mt S Tk, ALY = T RIRIZE
I BT L AR — b DR ST ERRT .

3.1 RERFEOBE
REFHOME R 3.1 1057

B 3.1 HOMKEZDFHMZ L FIZRT. LA — NI 23HTNELEZEDTH D,
B 31HD 1 DO/ 1 DO LAR— FE2RLTWS. EEXEE) DB I3 L AR — b2 ol
HU - EMERE) R E2NINL, BEHELEZLDEMRELTWAT —XAR—ATH 5. RIFET
ZIEWITESEEHCHH I NS APl OfESH L 518, ToEWEH2E O3y = 7R —E,

Behavior
APl MAP

L

API Call log

R E)
DB

oo 5

T2 D LR—h

3.1 RETFEROBEKN



LRGeS RN

BT OMAX L B> T WD, TONW, IS 2 1EHRITEMEZEE CHH I NS APl OFf%E,
FOEMEH 2L O T TR —ED2 DL 5T W5, DB IZIRAFT 2 EMEE D55
EMBEH O T IV ko TkESI NG, BUHEEFHOLT IVIET 7 1 IVEER, VYA b
VIEER, 2y hT—2%0D 3fHE LTW5. Behavior APl MAP (XM 258) DB IZ{RFE X 1
TV EEEE » EEIZY VY = TRIRCTHH IS APL 2061 272005 DTH 5. Hi
Z1%, Co pyFile [19], CopyFile2 [20] %X @ API 2Meif & =58, HTF TV T 7 1 VEEME

RTHDZE, AaV—HDT 7 ANVEHERRBIZEMAT 2518 & UTHEMESE) DB IZ#EFT 5.
API Call log (3BT E 27 DD API O H U2 EHEI N TWEHRSTHS. K31 D
1 ~41ZD2WTZBFIZRT.

1. fi#fr LR — M U CHTLEE 2 47 5

2. fRIT VAR — b o VR E) & BB DI Z AT 5

3. API O —)Lizxdsd % %8 % Behavior API MAP % 4t U CEM2H) DB IZfW&b

®5
4. API 2 —)VIZ® e 2 B REEAEFEE T 2354, T OEMEEE) & 280 3 X % KR
BENI 1)

ZNTHOEMIZREDHETHNRS.

3.2 L R— MIXNT BHELE

RIS T, fERE T OtV R— b DERZRET 2 72OICHAE 217 5. HiLHOT
N2 AN 2R T

1. Technical information % {3 %
2mmb#?~&%7v—y%#xbm®ﬁﬁﬁé
3. [FFHEEDREL DI —

4. TF A %@?&ﬁ/%ﬁ5
ZNZTNIZOWT O Z L IZRT.

Technical information DH: 2.2 ffi Tl X7z & 5 12 Microsoft £LDf##T L K — b & "Summary"
, "What to do now", "Technical information", "Symptoms" ® 4 D2 5 K X 41, "Technical
information" P CHEMZEENCET AR A EI NS, D78, AKX TlE Technical information
D A% FH T 5. Technical information (& HTML Tidi@ E T WAL K — FHAD id H°
tab-link-3C T $» % div X LA FIZEiR I N T W5 728, ZOMoziitd 5.

TL—VFFRAMADOEH: Fid L7z & B0 Microsoft DT L AR —bMixw = 7 ETCARX
NTWA7z®, HTML Tt XT3, HTML OJREETIXL AR — MEKE Z &£ ® HTML X
DO FGIEIZ X B EREY HTML X 72 X 32 XFDOEMEE2 Z B LU CUHE Z TR TniEi
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3.2 fiftfr L AR — MITH 9 % BTALER

LW, WHEPEMEICZ>TUE 5. KX TIIUEDEIELD 72 12 HTML & X O fifffr
LR—b 2T L=V TFAMNAEET S, T —rTFF A ADEHTI Block-Level Eleme
nts [21] & Inline Elements [22] &\ > 72 X 7 OFfEfEH % Z & L CTHIRMICWUEZ1TS5. HiH L7z
Technical information @ 7 EFREDLIHMN SIHICA NOWE ZEH T 5. U ROFHATIE, HH
957 FAM%Z RESULT, HTML OZEZ|ZFF A+, 2A VN, ANTFIZTHR>TWS HTML
27D IEDFEEDPSHERINT VDL LTS,

1. BENRIAY N THDIEE, IAY MN2HIRT S

2. BEMNTFAMNTHEHE, T A% RESULT OREEICHET S

3. RNV HIML X 7 Ch 556, TOTEZDKEN»SIHIZ 2 IEOMUIEZ 1T S

4. 7Y Block-level Elements, 1i, br D\W§ 2243 54413 RESULT O&xERIZHK
TXFZEEMNT 5

—f&HIZ HTML 2 7D i 13) A MEiEE2 RTINS, 2027 2/HLETF
A MFEBRICHET LICERTSBICHBTHRITEI NS, HTML 2 7 2 HlfRkL, 7L —rTF A
NAZHT BRI, VA MEEZHRTA7-DIZTFANORRBIZEIT2HEATEHLEDLD
5. F7z, br R 73 EIZEZRT ABICSUT 2RI S 20l HEI NS, i X7 L H
FRIZT L=V T F A MADOEMHBE W ZRFOME 2 MR T 572012 br 27287 XFTHE
#13 5. Block-level Elements (335277 7%V A b XD £ 2#Kd 5 HTML X 7D
IN—=TThHb. ZOIN—TIBT2XT%2MHHLEGE, I 227X br &7 L FEKICHETE L
WWRRTIHBICHEITHRITEINSG., TD72d, TFADDHEEZMRET 272D KRIZHRITX
FERFATS.

RAZEORLOH—: ML A—MiZkoTiX, RUBEXEIIZOVWCHRTEEETH-T
LRADVERD2EDODVDH 5. HlZIE, K25 DEA3 % "In Subkey:" TEHEEIHDODTWVWE L AR—
;% "To Subkey:" THEEHDODTVELER— 2D 5. :@i5ﬁ%£ibf—b@¢ﬁ%@%
Lo THELZHDTHS. KX TlE, EMEFHOMBEROBIBILD7DIZ LD KD
R EM— L iﬁ@%i%%%?é_av%&ﬁwﬂ@%%%mﬁé.m—?éﬁaﬁm
% [ a5 D= %K%ﬁ@ﬁ&Abﬁ Br#3.1ITRT.

THXRXPNDOEE: @EHTLR—-MIM25 TRUAELSIIZ4DOERTHRIhTWE. ZOH
DOEX2, 3 ENEHOHPISC e BUHEEHICEKRT 2V A POERTHRINTE D, dHe
857 74N, TAVZ MY, Tk, BEERASY, Ty 7EINnDd APL, BET LTV
7, LYAMYF—IgENEERE bf%ﬂidé?hé Z LT, 05 DFRLR D SORITIEEM
EHEMEHT 2 LS5 XN EINTWBHEELH S, MBI TIEETE U 72 iR MR E
WHLY 5 2D H DO —flim LRSI NS, %@EEEHHODWJ%U\T R
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03 = RETIE
#3.1 FAFFHOREKLEFILOMAGLE

ik ES

In subkey:, In subkeys:, Under subkey:, Under subkeys:,
Registry key To subkey:, To subkeys:, Within subkey:, Within subkeys:

The subkey:, The subkeys:

Sets value:, Sets values:, Modify Registry value:, Adding the value:
Registry entry name Adding registry value:, With value:, With values:, Under value:

Under values:, Changes value:, Modifies value:, Modify value:
Registry entry value With data:, To data:, From data:
Partition <drive>, <drive:>, <targeted drive>, <drive root>, <drive letter>
HKEY_LOCAL_MACHINE HKEY_LOCAL_MACHINE, HKLM
HKEY_USER HKEY_USER, HKU

HKEY_CURRENT_USER HKEY_CURRENT_USER, HKCU

HKEY_CLASSES_ROOT HKEY_CLASSES_ROOT, HKCR

HKEY_CURRENT_CONFIG HKEY_CURRENT_CONFIG, HKCC

HKEY_PERFORMANCE_DATA | HKEY_PERFORMANCE_DATA, HKPD

Space U+0020 GEH D A~ —R), U+00A0 (SATEE (D 2~ — R)

Dowble quote BRIV I3 — N, BAEX TNV — N, 22X TV 5 — b

MM TN k=N, BEE VTV — b

Singl t .
ing'e quote ALYV — N

Comma M v, il v

Period

FEAEY AN, MY Y AR, <dot>

This malware is dropped by other malware as a DLL file with the following file name format:

<random characters>.cpl (for example, "kxxxacvv.cpl", "qrejtdcd.cpl")

It might also add the following registry entry to store some of its configuration data

or settings, like its path name, unique ID, and user agent string.

In subkey: HKLM\SOFTWARE\<8-digit hexadecimal number>, for example, AFB117A7
Sets value: "1"

With data: "%LOCALAPPDATA%\KB<random number>\KB<random number>.exe"

AL T I N o DR 2 BEEER O, RHERICHEM LW O HANIHIFRYT 5. Mk
AU TR S NS B2 & 3.2 (TR . HEEROMETIHE 3.2 2T S IEMEB 2 HW
528 TYVANDEERDOMEHPXDIREZITD. K 3.2 ORIHF 2 HE T 5 EHKE %
PAFIZTRTY.

GN)? *#(2- N Hor \( ?e\.g\( ?not Isuch aslwhere Iwhich \( ?examplel, or).*

28




3.3 TEMEZEE O 5Tk

#3.2 BRSNS 2 BEE
PRUATE

", for example"

" (for example"

H’ (e.gn

", such as"

n "

" where "
" which "

", example"

3.3 BHEFHOHETIE

AHi Tl Microsoft #E DM L A — b S EMEE 2 HH 5 HiE2RT. 228 ThRZ X
ST L AR — M E 25 TRUEER 1 ~d 00T hrZ2HVWTRRSNTWS, 22T
BAREZEROBIHON, FEERENZOWTEELDAEED% 33127,

%33 LAR—-brOEAELIRAR
EECE |
=X 1| EEEEeRg
77 AVRIE, BIERRNAAL Y, I a—TFT v 7 AEME
THE R, TvrINDAPL, X ru— R4 5
EAX3 | LY MYEE
ER4 | ARLDEA MV, BT 7 AV

=2

ZD5b, BRI IEXOMENLHETHY, ETOLVR=IRSFAU LS IEREMET 2
DIFHEHEL W2, R TIEFEHALZW. £72, X4 TRINDLANLDOERITINV T =T
DEGFRBED—DTH D, IV 7 DEHTIERWD, KX TRFEHLZW. ZD7-0,
KX THHTA2ERNEERN2 L EA3D 222458, 72, KX TRERERN20H, 774
WERME, BELRRAA Y, Ia—Tv 72X BIECHETIEHROAZHA NS, DED, KFRXT
S 2 EEREEIE T 7 1 VEE, LIYZ N VEE, BELENACY, ISa—Tv 7 2BED 4
CThHsbd. T5U7MEAZANIRT.

e Microsoft # DML RK— bhDERX 2, 3 IZFR I N TV A ERIE 7 711, LY A b
U, BEICETEHDONKRESEHDTNE I L.

o £2.1, 22, 23 TRUZ&LSIT API DIFUH U I registry, filesystem O 2 &AM 5
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LRGeS RN

ZHDTWEZ L.
o BRI ZIZIE VY = T HMT o F@E I BT SR ARl AMRE I T VWE Z k.
o LFd 4 FITHIHT D HEMLA LKA G TH L Z L.

FHD 2 THERLUTWSBH S #2005 BUHEIT registry, filesystem DHEE/E 2 & 4172 system D
API TH % "NtClose" HFE R U 7BfEL 7> TW\W5.

BB R LT BRI, ETRIEAEA LT — 22K 25 0FEX2, 3 TRIK, D
0, P L VA MOEENSGRDZ 70y ZIZH5ETH. Ty ZIZI3H8T Y X N OEEN
EENDLY, FHXFEENHEVWZLEHSE. THiFER2, 3 TRUZFHXOERNIZR DR
W, DFD, CRIZM" AL, HRX LHAIATERVHIAXBEAET 572D TH 5. KX
TIEZENS OFIAXZHH LA\, RIZ, 780y 71240 E U 7= Bz E) ’B@‘é’é?ﬂi&’ﬁ: 774
NV, VYARNY, 2V M NT—=2, a—Tv 7 ADHTIAVIZHHEL, TNENITHE L 72 HiE
TEEEH M T 5.

PFRIZENZTNO5E, Ml AE e B RIEH T 2 ERRBEANOE 5% RT.

3.3.1 7AIWVERERODE, HMEHGE

TR IDEEENT 7 ANNRA, T7ANLTHAIEEET 7 A NVEBERIIDET S, 77
ANWNA, T7ANZTHBENPE D DPOHRNZIZLAFOREEEEZ H W5

o CHik [23], [24] THREINTWBEREAZ TG L TW5B XFF]
e a~z, <targeted drive> DWW "\" TR L T\ 5 CFH
o """ LT T ANDHIIRTTHKT L, VIYANYF—DEEEER TR L 2\ SCEH
XHR [23], [24] TRINTWVWAERREEHDO —E %K 3.4 IZ/RT. a~z, <targeted drive> D
W, e "\" TR L TV A FEHIE, Windows 231 Y AR —=LINTWSEC RI4 7%
USB R 71 7 LIRS EZ RS 7 7 A VAR ZHHT 2 72DIHNS. 7 7 1 IVOHL
Efida~z THES 19018 HOELDEHEDHKIZL TS, 19,018 fEHDHLIE F— B IE
Bk [25] 2B EB L 7. 19,018 EDILER 70— % %K 3.5 IR 7.
FROBEETT 7 A IOVERIERIC ML 72 BT O I AN O FIE T 5
TNT 7Ry B RINCATHR—T %
774»A2®Ew0i3NVTnx&A%T5
DEIU - R EEPHRNRE 2 SO PHERL, GUHEIXERRBICERT S
BEZEPANTIIRDE LT —RR=ARFT 5
RKEDERZRFT HEITITZEH OFHIHI XD Y X k% "description”, ZE#E)jzHKD>~vIIL Y x
TR D ) A & "malware" ZAERR L, FEIOFIE vV Y = TR 2 RET D
6. BRIZREENT —AR—2ABFHEINTWBIEEIE, FHOHAX L YLD o 74
DIEIMD A ZEFT S

A
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3.3 TEMEZEE O 5Tk

% 3.4 Microsoft #EDfEkF L R— b TR S T\ A EREZH 23], [24]

EE | Windows XP, 2000 TOZEBED /S 2 Windows 10, 8.1, 7, Vista TDHEBED /S 2
%ALLUSERSPROFILE% | C:\Documents and Settings\All Users Referred to as %ProgramData%
C:\D ts and Settings\< >\
% APPDATA % (,)CLITHGH S and Setlifgsisuser hame C:\Users\<user name>\AppData\Roaming
Application Data
C:\Documents and Settings\All Users\ C:\ProgramData
<commonappdata>

Application Data

%CommonProgramFiles%

C:\Program Files\Common Files

C:\Program Files\Common Files

9%HOMEPATH % \Documents and Settings\<user name> \Users\<user name>

%L OCALAPPDATA% C:\Docum'ents and S_ettl,ngS\<user name>\ C:\Users\<user name>\AppData\Local
Local Settings\Application Data

JoProgramData% Referred to as % ALLUSERSPROFILE % C:\ProgramData

%ProgramFiles% C:\Program Files (x86) C:\Program Files (x86)

YoProgramWo6432% N/A N/A

%PUBLIC% N/A C:\Users\Public

$recycle.bin

Windows recycle bin (hidden location)

Windows recycle bin (hidden location)

<start menu>

C:\Documents and Settings\<user name>\
Start Menu
C:\Users\<user name>\Start Menu

C:\Users\<user name>\AppData\Roaming\

Microsoft\Windows\Start Menu

<startup folder>

C:\Documents and Settings\<user name>\
Start Menu\Programs\Startup

C:\Users\<user name>\AppData\Roaming\Mic
rosoft\Windows\Start Menu\Programs\Startup

%SystemDrive% C: C:

<system folder> C:\WinNT\System32 C:\Windows\System32

%SystemRoot% C:\Windows C:\Windows

9% TEMP% C:\DOCUME 1\<user name>\LOCALS I\Temp | C:\Users\<user name>\AppData\Local\Temp
% USERPROFILE% C:\Documents and Settings\<user name> C:\Users\<user name>

Y%windir% C:\Windows C:\Windows

3.32 LIJRMNYRERDDE, WMHEE

TRy VDEREENL VANV IZEETEZEDTH I E S DOHRNTIZLL IO R % H

W5,

e "In subkey:" TR L T\ 5 X751
e "Sets value:" THE L T\ 5 XF4
e "With data:" THi#hH L T\ 5 XXF4]

32 HiCHAH L 2 [AHmEDR—
HZERIIFEE LN, TDD,
VYA M) EERD

W& D, BRI OEEEFECHGT S L YA MU EERICET
I o DEHEHEFEEZ VYA MY BIEROHHNZHNT WS,
eikix, K25 TRULZEADON, EX3 RV YA M VEBEICET 58

A E ROV YA M) F—, TV V%, TV MIELPSHEERINTWS., LT, 22HiT
BARZZESIZK25F—HTHY, =T VLT Y bNUEIZET AL 2WED, 1 DD
VAR F—IZHLTHEBEOZ Y MV4, =Y M VEOHMMAHEH I NS O EERO IR S
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LRGeS RN

EDGFEIET S, R HEE2FLDZHDER36IRT. RTRT LI, L K- bhT
HETAZLVIVANIF—, TV MU%, T MVEOWHTIERIIZL YA M) F—2%2 X fH5did
L=z bV 4, oMz Y HEGER T 285G, =2 )4, Moz X FEEd L& L
VARV F—% YHGEHRTH5ED 280 OB AEIIHBEGHITITES. £/, Thod 2@
DTIRTY N4, HOIEFPEIZREGERD D720, G480 ORRAGENPFETEI L
k5. 72770, A—VAMATHNUET Y NIy N EDIERIEHEIC—ETHS. |k
DX EYIX0LAEOBKTHD. AL TEEERHOMEBIZAVWSEDIE X, Y DZhZENN
I UEDEDDATHSE. LIYAMNYF—%s, TRV ZKZEyV, TV NVfEERZdELEZHED
MW 250 ik 2 RTIEHRBIILTOMD TH 5.

(s+(vd)+Is+(dv)+l(dv)+s+l(vd)+s+)

FEEPA D IEHEH s+ X (dv)+, (vd)+ TEHI NS LI A MY EEDE R IEZHHHIZ AW,
LR D EMHEB CEE U 2 BB O IE AT OFIHTITS.
TIVT 7Ry b RINCFITR—T S
VYA MY F—DRY Y XF"\" THEIT S
DEU - R EREPHBNRE 2 SO PHERL, GUHEIXEHRRBIIERT S
BBEEDPANTIIRD LS ILT —ER-AIRET S
RKEDBERZRIFET DEUTIZHEFOHII XD ) A b % "description", &2 RF>< L7z
TR DY) A & "malware" ZERR L, FEIOFHIXE vV T = TR 2 RET D
6. BEIZEBEENT — ZR—2PEINTWBIEGEE, FHEHOJCE vy o 74
DEMD A %EFTS

A

3383 Xy NT—VRFERODLR, HHAE

Ty IORBERP A Y NT—TEBIERTH 1 E S LOYBNTIZU FOREREE FH W5,
o """ TRYJo /2D EENIP 7 N L ATdh BTSN

o """ TRYJo - REHDEEMN"" & vy TL RV R A A VT B TF

IP7 RUADE S DOHEIIILA T DEREKRZH WS,

[0-91{1,3}(.[0-9]{1,3}){3})

by TNV R AV OYEITIZR T ITRTHDEMHT S, K37 EHA[?] 23F 1L
THER L 7=.

LRCDIAETEE U 7 EEEH O IX AT OFIETIT S .

1. 7V 77Xy M Z/NCFLITH—T 5

2. "https://", "http://" DAEFHITAFIET B LG IFHIRT 5
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3.3 TEMEZEE O 5Tk

3. NEIU-BEENMRNEB 2 EUIHERL, GG ERRIICERT S

4. mBLIITEW """ TXFHESEIL, LRHOBREKEOERZZ ANTIIRE LS
F—=RR=AIRET B

5. REDHERZRZHRFT 2BUTIIEEOFHIH XDV A k% "description”, Z#)%Z DO~ w
THHAD Y A & "malware" ZAERR L, ZBEIOFA L vV Y = TR RET D

6. BIZREENT —AR—ZFHEINTWBIGEIE, FHOHEXE YLD o 74
DEMD A EFT S

334 Ia—TvIRBRFERODE, WMHETE

Microsoft #:Dfi#Mfr L R — b Tl, LI A M VIZE1F % "In subkey:", "Sets value" ® & 5 7%
Ra—F v 7 AR URTREDEMIA o NTWAW, £z, Ia—FT Vv IZATR7 74
WIS (%owindir%, %appdata%) XL 2 A + Y (hklm, hker), URL (http://, https://) D K 5 iZ
WL O DOWE S BT THIAT S Z LR\, 2D, Tuv 7 OKERDHHNILHE
MEFOBPEALZH WS, SEENI 2 —T v I ABERTH B L UET 5542 L FITRT.

o SEMEZRE) D FHHISCHIZ U S "mutex” 2B S

MR 2T ABICIE ERE 3 O L S RLELITEAY Y, Tuy 20K EEREZTDEE
F=RR=2IRFT 5. ZHOMHMAXDOV A by o 7ROV A MZBL Tk B 3
M & [FRRIZORE T 5.

3.3.5 IERXRBANDEHRTTE
ERE 3 OB NI T SMRWERIFZEATOHF R > TV D.

[ SCFH? (random)? XX FH DRI} | <X F#? (random)? SCFEA D>

MRMERHIL "<>", " THENLZXFHTERIND. XFHTIE "1, "2", "one", "two" 7%
COWTFRHHFEIZL->THRESIND., £z, XFHEHIFEETIEZHHTHRES NI GEIE
"4 DX ST MM E NG, XFFI O TIHMEE DO XFS, 10 K, 16 #Ek, Z2H, 4E
AH, K—=1F&5, FALY, "= RT1ATDYIVTLVES, 774VITAHMIDOVTNH
MPHEEIND. MRHNRE T CFEECRAEE S N TIZHIC "<random>" E KRGS N D 5E
LHb. THoDHAZEFHL THMRIERZ ERERBIZEHT 2 2 L TFICRT.

L "{}", "<>" CTHENMRMEE %S

2. FHMBEINTVWAEA, "(} #HHLU CERRHEO X THEHRET S

3. XFHMEEINTOWARWEEDXFRIL "+" (1 XFEUE) T3

4, XFEHOMMPBEEINTWB S, BUCHE Uz AR 2#RTT 5

5. XFEHOMMPEES N TWARWES, [EEOXFIE2HET S
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6. "{}", "<>" THENZMSRNRHZ EHRERBICE SR 5

XFHDOBIZ Lo T "+ AN DX FHERET 2560 H 5. EROXFH%E, 774
WRA, VYRR F—DHEE "[S"PH]", ZTRUADLEIX "[<S"1?2]" & LTWA. @k
VR—MANTHHI NG XFHOROHREE K 3.8 1TRT. K 3.8 DEAHIZELU T yyyy,
mm, dd 2ERETHET L Z Wb TWnWb., F/z, FEZEOMIZ" """ EMFHAZ
NTWBEERDD. yyyy % "(112)[0-9]{3}, THL4 % "[0-9]{2})" LZhFTNEBRT L L
TEHDGEITIEL T WS,

3.3.6 BMEEIDMKRH

AEICTITENRRT T 20 S NS E 2 M T 5 HiEE R T, BT D 22k 2.1 BTk
=& 21T, T—&Ey PWITIEBERRRK & RIMMAED D 508, T TIERTORMEKIIT L TR
HETF>2 5. MHTHBICET 7 1 VEER, LYAMVERER, Ia—Tv 7R
ERIZAPI a—)bu 2%, xv b7 —27RIBENENT D 2 HOR 23 TRULZEHEHZHANS.

2w MU — 7 REMEFH OB TIREEZEE DB ICREFEINTVDE FAT Y, IPT FLAR
2.3 T/ "hosts", "domains" IZEHENTWVWE0EFARS., KX TILBEET 2 HK® N A
A VOEMIR D DTH B DIEFARA.

VYR N EBEREEER T, ERICREDLVY AN F—, TV UZIIHLTIY b
VEDEE 21T o 12567 TR, HEOTL Y N HOHRZITo & ME L TWw5.
CNIFBRICREEZ AT FRADERBE TR Y P VEOEEL 2175 BED L L, WRZTWiTbh
5LEZTT-DTHS.

77 ANEER, VYA N VEER, Ia—T v 7 ABMEROMHNITIE Behavior API MAP %
fi\ 5. Behavior API MAP THEU™DIF T WA A5 TV & API 2K 3.9 128 7. EUEXEEHOM
ML, IPONH X 7z APL % i o 72 B2 B 230 A & Behavior API MAP % 47 U CEMEXEE)
DB IZfin&bE 5. MWL BRI BEREHRN T T T ITHFET 5. T OBERFHR
D—52&K 3101287, K310 IZRINTWLERIE APLI D5 E LTEHEASNLGENIE
EAETHD. HIsE LT, reg_set_api, reg_query_api, reg_query_key_api TRHELLRBH LY
Z MY F—FIFIEFEIBTEZ SRV, VYA MY EIERO APLIZLATOFIETUHEZ1T 5.

1. reg_open_api (reg_create_api) TIREL7ZLV YA MY F—%[<

2. reg_set_api (reg_query_api, reg_query_key_api) (5[ TH X 5Nz 1 O APl TH7Z/
YRL, TV hMYE, TV MYEEAWCTUEEZTTS

3. close_handle_api TLY A MY F—%2[L %

VYA RN F—DRINIZEIEE UTEHEZ 5N 5 DIE reg_open_api & reg_create_api 721J T
H5. TNUHNDOL VAN EIERD API 1F reg_open_api & reg_create_api DFEFTIFIZIE S
TNV RILVENRNUCUVY AN F—ADOMHEZITS. £72, reg_open_api X reg_create_api »°
ANTFTHEAINDE I ERHL. ZOHE, TNENPHVEZVI AN F—%2#ELZEHD
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MUIZAM)F—DINNRNAERD., ZOVIARN)F—DTINRZAENY VO %R L
TH < Z & Treg_set_api, reg_query_api, reg_query_key_api THEEKRDZVIA MY F—%
FEd 5.

3.3.7 MRHFERDOHEA

AE TR L R — POEEOHEAERT 2 AIEIZDOWTIRRS, Kz B 5L
R— P ORI, 3.3.6 HiTHRELZEMEEICE T 2E#RE £ 2o, Markdown B TH L
Hb0EET. BRI, RELEZILVYIZTDT 74 0VE4, RELEZSILVY = 7 OM%, %
ORI S DEMEEE — 8, FEEICHIE L 2 BEERE %, ThooZEFzkov Ly 7 —
B, TS OEEEHORHBICHWVEZERERRONNZ -y —EE2 17 5.

T B FIHZ LN ITRT.

1. YV = 7HAROFER% % BEd %
2. M E N EHEEFION, FUEREROARZ—ViZkoTHREINE#2ED5
3. ENENDNX— DDA DY A M S RERED%E 1 DFENT S
4. TNETNDNRE—VOMAX, MEINBE &, TORXR—VE2FOYLVY 2 THE
il R R TR S

5. %Y = THBRIOMIKTH 2856, TOREMIE DEEREEO—E25%T 5

LR DA ORI GIEDOEREE LI IR,

o BEHIMUAT D 2550, HEOMHID S HlH U 72 8B % 2R

o HEDHUIXAEEBUFES 556, FHIXDOXTFEIHRD DLW D% ERT S

o HE DRI SHIE UL L WS, BHXOXFZHEIPR DRV D%
ERY 5
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%35 7714 IVDOHEETO

Rk T

a, a$v, aa, aaa, aab, aac, aad, aae, aaf, aai, aam, aao, aap, aapkg, aar, aas, aat, aatrend, aaui, aaw, aawdef, aax, ab, ab$, aba, abap, abb

abbu, abc, abed, abeddb, abedg, abcdmr, abedp, abd, abdata, abe, abf, abg, abi, abicollab, abk, abkprj, abl, abm, abn, abo, abp, abr, abs, b, blk
b&w, ba, ba_, bab, babl, babyluvsavedgame, bac, back, backpack, backup, backupdb, bad, bada, badongo, baf, bafl, bag, bah, bai, bak, bakx, bak
bal, ballhallasavedgame, bam, bamboopaper, baml, bamp, ban, banana, band, bank, bap, bar, baroc, bas, basebinary, baseconfig, baseproj, basex
bash, bash_history, bash_login, bash_logout, bash_profile, bashrc, basin, bat, c, c#, c++, c—, c-map, c_, c__, ca, ca_, caa, cab, cabal

cac, caccrt, cache, cachedump, caction, cad, cadc, cadpac, cadrg, cae, caf, caff, cag, cah, cai, caj, cak, cakemaniasavedgame, cakewalkstudioware
cakewalkwindowlayout, cal, calb, calca, calendarlocks, calib, calibre, calibz, cals, calx, cam, cam-ft, cam-gmc, cam-pkg, camelsounds, caml
camm, camp, camproj, d, da, da$, da_, daa, daap, dab, dac, dacpac, dad, dadx, dae, daemonscript, daf, dag, dah, dai, dal, dam, dan, dao, dap
dapf, daproj, daq, dar, dart, dartclip, das, daschema, dash, dat, dat-shm, dat-wal, dat_mcr, dat_new, dat_old, dat_tureg_old, data, database
datacontract, datasource, datx, dau, dav, daw, dawg, dax, day, daz, e, ea, eac, eaf, eaglerc, eal, eam, eap, ear, eas, easm, easmx, eax, eaz, eb

eba, ebaml, ebax, ebb, ebc, ebcdic, ebd, ebdl, ebev, ebf, ebh, ebi, ebj, ebk, ebkproj, ebktml, ebl, ebm, ebmd, ebmp, ebn, ebo, ebp, ebq, ebr

ebs, ebu, ebuild, ebv, ebw, ebx, ebz, ec_, ecab, ecb, f, f#+a, f#+d, f+db, fa, fab, fabbproject, fabpfpkg, fac, face, fact, factorypath, fad

fadein, fader, fae, faff, fag, fah, failed, failed-conv, failurerequests, fairytreasuresavedgame, fak, fal, fam, familyx, familyxs, fan, fap, faq

far, farrun, fas, fasl, fasta, fastresume, fat, fatesavedgame, fateundiscoveredrealmssavedgame, fau, fav, favorite, favoritemetadata, fax, fay

faz, tb, fb!, fba, g, gab, gac, gad, gadgeprj, gadget, gae, gaf, gai, gal, galapagosavedgame, galaxy, gallery, gallerycollection, galleryitem, galsave
gam, gambas, game, gamedata, gameproj, gamout, gan, gap, gar, garmin, gas, gasx, gat, gau, gax, gb, gba, gba.ds, gbap, gbaskin, gbb, gbc, gbck
gbeskin, gbd, gbf, gbh, gbhs, gbi, gbk, gbl, gblorb, gbm, gbn, h, h!, h++, h—, h_, h__, ha, haf, hairy, hak, hal, hald, halog, ham, hamachi

haml, han, handlebars, hang, hap, happyfish, har, harddisk, harx, has, hash, hashes, hat, hathdl, hav, hax, hay, haz, hb, hbc, hbe, hbf, hbi, hbin
hbk, hbl, hbm, hbn, hbp, hbr, hbs, hbx, hby, hbz, hc, i, ia, iaa, iab, iad, iaf, iai, iak, ial, iam, ian, iao, iap, iar, ias, iascii, iax, ib, ib_mon

iba, ibadr, ibak, ibank, ibatemplate, ibb, ibc, ibcd, ibch, ibd, ibdat, ibe, ibf, ibg, ibi, ibk, ibl, ibm, ibn, ibo, ibook, ibooks, ibp, ibplugin

ibg, ibr, ibre, ibro, ibs, ibt, ibv, j, ja, jaas, jab, jacksum, jacl, jad, jade, jaf, jag, jai, jak, jam, jammix, jan, jap, jar, jar.pack, jardesc

jas, jascproject, jasper, jav, java, javajet, jaw, jax, jbc, jbf, jbg, jbi, jbig, jbk, jbl, jbm, jbr, jbs, jbt, jbw, jbx, jbz, jc, jc!, jc_, jcb

jee, jed, jef, jek, jel, k, ka, kab, kac, kad, kaf, kahl, kal, kam, kan, kap, kar, kas, kat, kb, kbb, kbcf, kbcls, kbd, kbed, kbf, kbgi, kbi, kbl

kbm, kbn, kbp, kbr, kbrf, kbs, kbt, kbtf, kburl, kbx, kcd, kces, keey, kef, keh, kei, kel, kem, ket, kda, kdb, kdbx, kdc, kdd, kde, kdelnk, 1, la

la_, laa, lab, label, labels, labx, laccdb, lad, lae, laf, lai, lak, lam, lamp, lan, lanalyser, land, landsat, lang, langz, lansat, lao, lap, lar

las, lasso, last, lastbuildstate, lastlogin, lat, latex, launch, launchd, launcherex_sourcerecord, lav, lavs, law, lax, lay, layerdiagram, layout
layoutdesigner, laz, 1b, 1ba, lbc, Ibd, Ibe, m, m$s, m-jpeg, m??, m_p, ma, ma_, maa, mab, mac, maca, macbin, macdraw, macmol, macp, macs
mad, mae, maf, maff, mag, magic, magik, magnet, mahjongtitanssave-ms, mai, mail, mailablistview, mailabview, maildb, mailhost, mailloc
mailstationery, mailtoloc, mailview, main, maj, mak, make, maker, maki, mako, mal, mam, maml, man, managed_manifest, mani, manifest
manifest-desktop, n, n-gage, nab, nabs, nacl, nad, naf, nai, nak, nal, nam, namcan, nameonclipboard, nan, nanfimrkxtns, nanokey_data, nanopad_glob
nanr, nap, napj, naplps, napr, napt, nar, narc, narrative, nas, nat, nav, navionics, navmap, naz, nb, nba, nbak, nbc, nbd, nbe, nbf, nbfc, nbfp

nbfs, nbgr, nbh, nbi, nbib, nbin, nbk, nbkt, nbl, o, oa, oab, oac, oad, oaf, oam, oap, oar, oas, oat, oav, oaw, oaz, ob, ob!, ob_, obak, obb, obc

obd, obf, obg, obi, obj, objectcache, objx, obk, obl, obm, obml, obp, obpack, obr, obs, obt, obv, obw, obx, oby, obyx, obz, oc_, oca, ocamlmakefile
ocb, occ, ocd, ocdc, ocdf, p, pa, paa, paal, pab, pac, pack, pack.gz, package, pact, pad, padl, pae, paf, paf.exe, pag, page, page.security, pages
pages-tef, pai, paint, paj, pak, pal, palm, paltalk, pam, pamp, pan, pando, pandora, panic, panl, pano, pao, pap, papa, papers, paq, par, param
parm, part, partial, partimg, partimg.gz, partitions, pas, pat, q&a, qa, qaa, qac, qad, qaf, qag, qal, gqam, qap, qar, qat, gb, gba, gbb, gbd

gbe, gbf, gbi, gbk, gbl, gbm, gbmb, gbmd, gbo, gbp, gbquery, gbr, gbs, gbt, gbw, gbx, gby, gbz, qc, qc-emod, qca, qcall, qcc, qed, qcf, qech, qei
qcif, qck, gem, qen, qcow, qcp, qcs, 1, r*ch, ra, ra_, raa, rab, rac, rad, radius, rae, raes, raf, rag, rai, rak, rake, rakefile, ral, ram, ramd

ran, rao, rap, rapc, rar, rarenx, rargb, rarx, ras, raskinlicense, raskinplace, rast, rat, ratDVD, rav, ravi, raw, rawa, rawpkt, rax, ray, razersynapse

rb, rba, rbb, rbc, rbd, rbdf, rbf, rbg, s, s#+a, sa_, saa, saas, sab, sabl, sabs, sacd, sad, saf, safariextz, safe, sag, saga, sagem, sah, sai

saif, saj, sak, sal, sam, sami, sample, samrc, san, sap, sapssd, sar, sas, sasf, sass, sat, sav, save, save_multiplayer, saved, saveddeck, savedsearch
saver, savf, saw, sax, say, saz, sb, sb_, sba, sbb, t, t$ab, t$m, ta_, taac, taact, taasmt, tab, tableContent, tabletprefs, tabletprﬁANefs, tabula-buttons
tabula-doc, tabula-docstyle, tac, tacls, tacmpt, tacont, tad, taf, tag, tags, taguit, tah, tai, tajima, tak, tal, talf, talk, tam, tan, tao, tap

tapesrcmdl, tar, tar-gz, tar-lzma, tar-z, tar.gz, tar.xz, tar.z, taraa, tarc, tarct, tardist, targa, targets, tas, task, u, uae, ual, uap, uaq

uas, uav, uax, ub, ubb, ubd, ubf, ubi, ubifs, ubj, ubk, ubl, ubm, ubot, ubox, ubr, ubs, ubx, uc, uc_, ucb, uccapilog, ucd, uce, ucf, uci, ucl, ucls
ucm, ucn, ucp, ucr, ucs, ucsettings, uct, ucv, ucx, ud, uda, udb, udc, udcx, udeb, udf, udg, v, vExporter, vShaderBin, vab, vac, vad, vaf, vag, vai
val, vala, valu, vam, vap, vaporcd, vapplauncher, var, vas, vat, vault, vb, vb_, vb_aq, vba, vbadoc, vbak, vbb, vbe, vbd, vbdproj, vbe, vbe_aq
vbee, vbf, vbg, vbhtml, vbi, vbk, vbl, vbm, vbn, vbo, vbox, vbox-extpack, vbox-prev, vboxlm, vboxsave, vbp, vbproj, vbr, w, w??, wa, wa!, wa_
waa, wab, wab , wac, wacomprefs, wacomxs, wad, wadcfg, wae, waf, waff, wag, wagame, wai, waj, wal, wam, wand, wap, wapt, war, warc, warning
warz, was, wat, wav, wavc, wave, wavim, wax, wa , wb, wb?, wb_, wba, wbb, wbc, wbcat, wbd, wbdp, wbf, wbfs, wbk, wbl, x, Xx-ms-wma, X-ms-wmv
x-musepack, x-png, x_b, X_n, X_t, Xa, xaa, xab, xac, xad, xadd, xadml, xaf, xaiml, xam, xaml, xamlx, xan, xann, xap, xapk, xappl, xar, xarc

xas, xav, xavc, xba, xbap, xbb, xbc, xbd, xbe, xbel, xbf, xbin, xbk, xbl, xblr, xbm, xbml, xbmml, xbmp, xbn, xbrl, xbsav, xbt, y, yab, yacc, yadpcm
yaf, yah, yajl, yak, yal, yam, yaml, yaodl, yar, yast, yaws, ybc, ybhtm, ybk, ybm, ybrar, ybrtf, ybtxt, ycbcr, ycbera, ycc, ychat, yem, ycp, yct

ydb, ydc, ydd, ydk, ydl, ydr, ydsp, ydt, yel, yenc, yep, yes, yesterday, yfs, ygf, ygn, ygo, yif, yify, yka, ym, z, za, zaa, zab, zabw, zac, zad

zae, zaf, zak, zaloha, zam, zan, zanebug, zap, zapc, zapd, zar, zargo, zasm, zat, zave, zax, zba, zbb, zbd, zbf, zbi, zbin, zblorb, zbm, zbp, zbr

zbs, zbx, zc, zca, zcache, zcast, zcc, zce, zcfg, zch, zcls, zen, zep, zcpml, zct, zcv, zdat
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3.6 VYA EBEREMEEE ORI

FLd STk 1 FLBSTIL 2

In subkey: regkeyl | Sets value: valuel
With data: datal
In subkey: regkeyX
Sets value: valueX
With data: dataX
In subkey: regkeyl

Sets value: valuel
With data: datal

Sets value: valueY

With data: dataY In subkey: regkeyY

#£37T My TLURNIVRAAV—H[26]

Fy FURILRRAA v

aero, arpa, asia, biz, cat, com, coop, edu, gov, info, int, jobs, xyz, technology, mil, mobi, museum, name, rocks, red
blue, net, org, pro, rich, tel, travel, wiki, ac, ad, ae, af, ag, ai, al, am, an, ao, aq, ar, as, at, au, aw, ax, az, ba

bb, bd, be, bf, bg, bh, bi, bj, bm, bn, bo, br, bs, bt, bv, bw, by, bz, ca, cc, cd, cf, cg, ch, ci, ck, cl, cm, cn, co

cr, cs, cu, ¢V, cX, ¢y, ¢z, dd, de, dj, dk, dm, do, dz, ec, ee, eg, eh, er, es, et, eu, fi, fj, tk, fm, fo, fr, ga, gb

ed, ge, gf, gg, gh, gi, gl, gm, gn, gp, gq, gr, gs, gt, gu, gw, gy, hk, hm, hn, hr, ht, hu, id, ie, il, im, in, io, iq

ir, is, it, je, jm, jo, jp, ke, kg, kh, ki, km, kn, kp, kr, kw, ky, kz, la, 1b, Ic, 1i, Ik, Ir, Is, 1t, lu, lv, ly, ma

mc, md, me, mg, mh, mk, ml, mm, mn, mo, mp, mq, mr, ms, mt, mu, mv, mw, mx, my, mz, na, nc, ne, nf, ng, ni
nl, no, np, nr, nu, nz, om, pa, pe, pf, pg, ph, pk, pl, pm, pn, pr, ps, pt, pw, py, qa, e, ro, Is, ru, Iw, sa, sb, sc

sd, se, sg, sh, si, sj, sk, sl, sm, sn, so, sr, st, su, sv, sy, sz, tc, td, tf, tg, th, tj, tk, tl, tm, tn, to, tp, tr

tt, tv, tw, tz, ua, ug, uk, um, us, uy, uz, va, vc, ve, vg, vi, vn, vu, wf, ws, ye, yt, yu, za, zm, zr, zw

#* 3.8 MRIKRBTHRE S N5 XTI OO Hk

Rk EX IE#B

16 hexadecimal, digit from O to f, digit from 0 ->f | [a-fA-F0-9]

10 number, num, digit [0-9]

W alphanumerical [a-zA-Z0-9]

24 many spaces \s

a7 a4 #HlF sid S-1-[0-9]+(-[0-9]+)+

N 32 port [0-91(1,5}

KAA v domain [a-zA-Z0-9]
7749VxTAbMID affiliate id [a-zA-Z0-9][a-zA-Z0-9\\- ]+
N—FF4Z7D> Y7 ES | hd serial [a-2A-Z0-9]{4}-[a-2zA-Z0-9] {4}
FEHH yyyymmdd (112)[0-9]3[0-9]2[0-9]2

LR DXF5]

letter, name, string, char, folder
file, value, parameter, location, path

[a-zA-Z0-9]
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% 3.9 Behavior APl MAP

AT

API

close_handle_api

RegCloseKey, NtClose

reg_open_api

RegOpenKeyExA, RegOpenKeyExW, NtOpenKey, NtOpenKeyEx

reg_create_api

RegCreateKeyExA, RegCreateKeyExW, NtCreateKey

reg_enumerate_api | NtEnumerateKey
reg_set_api RegSetValueExA, RegSetValueExW, NtSetValueKey
reg_query_key_api | NtQueryKey

reg_query_api

RegQueryValueExA, RegQuery ValueExW, RegQueryInfoKeyExA,
RegQueryInfoKeyExW, NtQuery ValueKey

reg_del_api

RegDeleteKeyA, RegDeleteKeyW, RegDelete ValueA, RegDeleteValueW,
NtDeleteKey, NtDeleteValueKey

open_file_api

NtOpenFile

create_file_api

NtCreateFile, CreateFile, CreateFileA, CreateFileW,
CreateFile2, CreateFileTransacted

copy_file_api

CopyFile, CopyFile2, CopyFileA, CopyFileW, CopyFileExA,
CopyFileExW

create_dir_api

CreateDirectory, CreateDirectoryA, CreateDirectoryW,
CreateDirectoryEx, CreateDirectoryExA, CreateDirectoryExW

mutex_api

NtCreateMutant, NtOpenMutant

%3.10 ST O BERIGIZ 2 LN R
nFTY | BB m N |

copy_file_api | A=%D T 71 I %
open_file_api | BI< 7 7 1 V£
create_file_api | fET 57 7 1 V%
create_dir_api | fE3 571 L2 NV %
reg_open_api | LY ANY F—
reg_create_api | VYA MY F—

reg_set_api F—, TMVH, TUHUHE
reg_query_api | ¥—, TV bMVU%

mutex_api Ra—T VIR

Ed A EMEREFOMBZ 7DD
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B4E BER

AREE TR L AR — b2 SRl U 72 BV E), BIRMRNT O 2 % o R U 7228 s, B8k
B U 7 fififfr LR — b DFEEZ R,

41 L KR— b O LBEREEICOWT

flehir L AR — b o il U 72 B8 2 & 4.1 1ITRT.

K41 FHRARBITHRE S N5 3FH DR O Hop

AT O R il U 72 M T
7 7 1 VARER 4,416
VYA MY #ER 1,100
2w hNT—2% 3,505
Ra—Tv I ABESR | 156

KHOBUEIZEHRRE L Zh N2 KBIL T WS, FlZIX, "%allusersprofile%\hoge.exe", "%al-
lusersprofile%\[<>[7#\\[+.exe", "%allusersprofile%\[<>[?F\]+" D & 5 72 3 D @ HEIE2E B HYHE
Z5H) DB WIZIRF I N TW256, £ D2 TH "%allusersprofile%\hoge.exe" & —E T 503, %
NTN2 RILLEMEREE UTHATWS, ERICHIE UZBEEE ok 23 A1, BMA2,
A3, MA4DENEFNITRT. MTIETEREZFEDHEE "children", KEDHEZDLE X
"behavior" M LA FIZIHH % £47 L TW5. "behavior" PA R i1k 3.3 Hi T N7z & 512 EME2EE)
DX DY A b "description”" & ZD%EEHDOVILY = THHD Y A b "malware" % {£AF9
%. "children", "behavior" ME\WMZ b S FIEM KB DB HRIE "REGEXP" LU R IZ R AF
5. ZTHNREREREE 2NN EZ XA L, BEEEEHOMREUBOMENEX L7200 TH 5.

4.2 ERRFOIHDSRE LI-EMZEEICDOWT

T =Xty N DOEMAKP SR T E-EEEEEO CDF 2K 4.1 127R7. 2 OX O IX2
MARIZ 4 284 %, BElE 1 REICE 02 EEREE, ROBERITEEHEE2RL TW5.



o4 FE R

MR L 75D 8,640 MUAT, M X N BEMEZEEROR/MEIX 0, HAMHIX 836, ik
837 ThH-o7z. M41IZBITHHIFOMEEIZ0<x <100 DFEPITRKELSA/LLTVWBR Z &N
PhE. KA1 D0<x <100 DHFPHEZME L2 DEF 42 12RT. K42 05, 2HAED 8
S EMEEFEZMHBTETCVWRZEDbN 5. RIZ, £T =Xty b SME T & /- EME2
D CDF 2 4.3, X 44, XM4512xR9. TUT, ThoOR/IME, BoRE, FEE, Bk
2N TERARDOE G2 £ L DD ERK 42 ITRT.

% 4.2 % FFRI Dataset (= 31 2 EME2E) O f 5

T—XEv b BUME | BKAE | FEE | BB 2RI T E 2RO EIG
FFRI Dataset 2013 0 59 5.93 95.87%
FFRI Dataset 2014 1 836 | 16.16 100%
FFRI Dataset 2015 0 315 2.74 47.77%

RN S H D X 512 FFRI Dataset 2013 & 2014 TIXITIZE T OMKRD & BV ZE) 2 Mt
TETWADIZx U, FFRI Dataset 2015 Tl 25 % Offkd & EHERET 2 M TE TV,
DF 0, K42 CEMEXIERETELRD2 o2 1 EOMIEDIZ L A YA FFRI Dataset 2015 12)&
TE2HDTHDI Wb s. UFTIEZOERIZOWTHELET 5.

¥ 9, Behavior API MAP 235 LT W5 API OIFOCH LEIEBIZOWTEZ S, &£T—X
£y MZBEITS APLIFCHLDOERHZ FLOD/-EDERA43IRT. ZORPSDLDDE LI
FFRI Dataset 2014 @ API ’FEUVH U [I#A R % <, #¢\» T FFRI Dataset 2015, FFRI Dataset
2013 DIEIZAD 7 > TW5B., KTIXE APLIFOH L, BAM 2G L TW2 APLIFUH L O
ELHIZBVWTE LFDIEMIZR > TW5D., BEHEEFHOMBIZHWSHEHREDOKRE I NG, B
HEUZE L CTHRBRDIENIZ R B DDZ Y TH D EX 55, LH L, FFRIDataset 2015 @
MHEBUIMD 2 DIZHAR, KELEL>TWVWS. ZTDIZ & H 5 FFRI Dataset 2015 O# HEAME W
LRI APL OFFOH URIEICER T 25D TIERWEEZ 6N,

#F43 BTF—XEy MBS APLEUH U HEEK

F—Xt vk 4 API OFFOH U[EIE | BAM 2355 LT\ % APL QRO U [R14K
FFRI Dataset 2013 1,703,263 322,703
FFRI Dataset 2014 34,978,215 7,482,885
FFRI Dataset 2015 3,536,765 1,246,389

PRIz, FFRI Dataset 2015 (2B W THEME#FH 2B TE R o720V = THEANZOWTHE X
%. FFRI Dataset 2015 iZB W TCTHEME#FH 2B CE Lo~V o THNEZR 44 125D

5. RTIEFBREDOYNVY = THA, & U ISHEFEOMN L A — b o S filid U 72 B % IE
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4.2 Bt e 2 2 SR U 72 BV ST DWW T

[N
=)
@)

0.2

0.0l

0 100 200 300 400 500 600 700 800
number of malicious behavior
4.1 1 BIKIZE £ 5 EEEHRO CDF

L
&)
@]

0.0

60 80 100

0 | 20 40 o .
number of malicious behavior

42 1 BIKIZE T 5 EME2EEIE D CDF (0 < x < 100)

fREEEIE Y LC\\W5. Z7z, FFRI Dataset 2015 IZ[E A 72~V w « 7N DEEIZ1E True, A
THRWEEIE False & LTWa. R SHBIAHOMEIRRLL W &, BEEEH 2z TET
WARWERIDBFEAET B Z &, %< OERIZEWT FFRI Dataset 2015 IZ[EEG TH B Z & b
5. ZDHRMPS5FEZ 515 FFRI Dataset 2015 O B2 EGABAMEWVEKN 2 L FIZRT.
1. FFRI Dataset 2015 A OFEJRIHAD L K DO~V =7 TH O, L K— M
BENSEMET R0
2. FFRI Dataset 2015 IZ& £ 5 <)Y = THANIZBE W TEEZE OMEREEIME L, B
ZHEERETETHARY
3. FFRI Dataset 2015 DRADZ < DIARGHLTREUZ U2 7 7 1 IVEIER, LY ANV #fE
R, xY NT—=2%, Ia—Tv 7 AERERUNOEMNEEZ /KD
4. BT IZ T A RPIRAEA S W TH D, EEXE X BEfRO W APLIFOH L A% <
HENTVD
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o4 FE R

# 4.4 FFRI Dataset 2015 i W CHEMEZEEF 2MHETE R >~V o TREH B30 12T 5F &0

EE | Mk (Be) | EMPETIE | FFRI Dataset 2015 (C[E4 |
e 1) A~ HH 551 (35.16 %) 0 N3
virtool:win32/ceeinject.gen'kk 106 (6.76 %) 0 False
pws:win32/zbot 69 (4.40 %) 33 False
virtool:win32/obfuscator.wt 66 (4.21 %) 0 False
trojan:win32/dynamer!ac 58 (3.70 %) 0 False
pws:win32/zbot.gen!vm 38 (2.43 %) 29 True
trojan:win32/miuref.f 33 (2.11 %) 3 True
trojandownloader:win32/small.gen!i 26 (1.66 %) 0 True
pws:win32/fareit 23 (1.47 %) 4 False
worm:win32/kasidet.b 18 (1.15 %) 9 True
trojandropper:win32/bunitu.c 15 (0.96 %) 33 True
ransom:win32/critroni.a 14 (0.89 %) 2 True
backdoor:win32/kelihos!rfn 14 (0.89 %) 0 True
trojan:win32/chanitor.a 14 (0.89 %) 4 True
worm:win32/gamarue 13 (0.83 %) 13 False
trojan:win32/ropest.j 13 (0.83 %) 0 True
trojan:win32/neurevt 12 (0.77 %) 23 True
rogue:win32/trapwot 12 (0.77 %) 7 True
trojanspy:msil/golroted.b 12 (0.77 %) 2 True
trojan:win32/enchanim.gen!a 11 (0.70 %) 0 True
backdoor:win32/kelihos 10 (0.64 %) 7 True
trojan:win32/fleercivet.d 10 (0.64 %) 1 True
virtool:win32/autinject.bl 10 (0.64 %) 0 True
ransom:win32/critroni 9 (0.57 %) 2 True
trojan:win32/peals.b!gfc 9 (0.57 %) 0 True
pws:win32/zbot!rfn 9 (0.57 %) 0 True
trojandownloader:win32/dalexis.c 8 (0.51 %) 5 True
trojandownloader:win32/upatre 8 (0.51 %) 3 True
pws:win32/zbot.gen!ci 7 (0.45 %) 29 True

421 FERIITWTBHNNLYIICDOWT

BF— XLy N OBED S K L7 BB O BRI T 5 8 —K (BT, ALy Ve
T) %M 4.6, 4.7, 4.8 1R T . HUTEMRKDEED EMETHO LB TH 5 3.97 ML LD EfRE
HrEt oy o TEINCHUTCTEHLZEDTHS. MIKPEST S~ VY = 7R & FEfED
SHIH U7 B ERE X, TONRETEZEERERZ Y L L2 E0h Ny VDA
FEEDITFIZRT.
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L
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number of malicious behavior
43 1 HMAIZE £ 05 EMEEHHD CDF (FFRI Dataset 2013)
L
&)
(@)

“o 100 200 300 46q . 500 669 700 800
number of malicious behavior

4.4 1 BRIz E N5 EMEZEE O CDF (FFRI Dataset 2014)

Ny =Y =X

FEOMIZE T S/IME, IKE, FEZEE DD ERASITRT. KOBELI S LD
DXLy YORKMEX 1 TRV, 2k, fid U2 ENEEENEREREE TG E,
EHRBIC BT EHOENETNE | DOEMEETHE UL THATWSZDOTHS.

F£45 BT XY MIBITEZHINRLYY

| F—xev b | BuME [ Bkt | E |
FFRI Dataset 2013 0 3.25 | 0.04636
FFRI Dataset 2014 0 63.33 0.4096
FFRI Dataset 2015 0 2.44 | 0.1560
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4.5 1 BIKIZE N5 EEZEEE D CDF (FFRI Dataset 2015)
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CDF
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coverage

4.6 [FfRELR—MIZk$ 2543 v YD CDF (FFRI Dataset 2013)

#7175 1% FFRI Dataset 2014 ® 778L w V73 & <, FFRI Dataset 2013, 2015 Tl NNV vy Y
MMENZ EDbND. ZOHEKNELTEZONDHDELLTIIRT.
ZR: £ 4.2 TRUKL KD ITHRE T & 7 EMEZEEIEIEZ W 72 S5IHIZ FFRI Dataset 2014, 2013,
2015 7> TED, 2014 & 2013 TIEZDIZIFTETOMRKL S EEEH Z2RETETNWS, £
7z, 43 TRUZELSIZ APIFECH U D RIEIEZ W 92 5 JIEIZ FFRI Dataset 2014, 2015,
2013 72> TW4. UL T, FFRI Dataset 2013 Tl 2014 O 5%, 2015 TlE 2014 O#J 10%
D APIEOH LA ER>TWVWE., ZThoDZ s ENEE#H2MHETE20EG02EH4T LD
APLIFOH U DEIBUZKRAE L e\ Ay, IERE#I 2 I TE 20 EITEWTIE APTIFOH L O
BB T B HERTE S, DX 0, KEXXITET 500w T OEITENRRHT IR IZ Gk L
7= APLIEOVH U DRIBUZ K E %2 %1 5. 21, Cuckoo sandbox THEITX 5 90 F i
TITZBEETIIBR O AH 0, K H% <D APIEOH U % sk U T W AUEEE B R0 722 Bk
ZE) 2 BT RN E L RD7207ZeEZLNS.
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47 IEfELV R — MIHS SN v 2D CDF (FFRI Dataset 2014)
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48 IEffL R— MIx3 57850 v D CDF (FFRI Dataset 2015)

422 KEOTIITTHRIKICDOWT

Bl 4.1 OF S, RIMDMIKDOFERDAZMTI L2 D %M 4.9, BERIOMIKDHERD A % H
HU7ZdD&M 410 12RF. £z, ZNODOMOBIEEZ LB DEKL6ITRT.

K46 TR, KRR B 2 EIEHTIRUL
| EXNEAEET
RERIRRAR 0 836 6.93
RARRAR 0 149 10.33

ERDOT =205, BEHBKRD 78.56%, KREHMAKD 83.37% i & HMEFH Z i TETWD
Zehbrd, Thbb, REEXTHHALZYLVY = 7TRIKICBEL TS A1E, EEEH 2 R
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4.10 BERIUA O B2 E% D CDF

TEBAEDEI G IIRADBRIKD iR FEDOBIKE D EREN oL WVWI T L THS. THiZ
PIRD2DODZ L E2EHRLTNS.

B L RHOILVY 2 THRIKTH > CHEMFOEMNZEFH 25 > TWEGEVRHDH I L

BOK 2: ARG COREFIEIE VY = 7 ORI, RANCEDL ST, #@HT LN TESLI L

423 BHLER—MOERODBBEK

FFRI Dataset 2013 (ZJE 3 % <)L 7 = 7 fH4 Worm:Win32/Nuqel. H D#fAH & 3.3.7 HidTF
EIZfE > THEB UL R — FDOEREZM 4.11 ~420 1287, ZNS5DOMNS, KX
REFIZE TNV =TT LE— N HEERARETH R Z b h 5.
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2122.json

Malicious behaviors

When run, it drops copy to varying folder location using random filename. Among
possible folder locations are:

® %systemroot%\hinhem.scr

Matching pattern

* %systemroot%[A<>"|?*\]+

This pattern is detected in below malware

e win32/xtrat

This threat can create files on your PC, including:

* %systemroot%\scvhsot.exe

Matching pattern

o %systemroot%[A<>"|?*\]+.exe

This pattern is detected in below malware

e pws:win32/dyzap.m

this file drops following files on to the infected computer:

* %systemroot%\system32\advapi32.dll
* %systemroot%)\system32\gdi32.dll

® %systemroot%\system32\kernel32.dl|
o %systemroot%)\system32\msvcrt.dll
® %systemroot%\system32\ntdil.dll

* %systemroot%\system32\ole32.dll

e %systemroot%)\system32\oleaut32.dl|
® %systemroot%\system32\shell32.dll
e %systemroot%)\system32\user32.dll
e %systemroot%\system32\wininet.dll
e %systemroot%\system32\winsock.dll

Matching pattern

e %systemroot%\system32[A<>"|?*\]+.dll

4.11 Worm:Win32/Nugel. H DK D 5 K U 72 fi#ffr L A — N OFEZE (1 =V H)
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This pattern is detected in below malware

e trojan:win32/koutodoor.e

this file contains an embedded clean CAB file inside the binary. It installs this file on the
PC as the following:

e %temp%\2f57_appcompat.txt

Matching pattern

o %temp%[A<>"|?2V+. [A<>"|2\]+

This pattern is detected in below malware

e win32/dalexis

Upon execution, this file drops the following copies of itself with the read-only, system,
and hidden file attributes:

e %windir%\hinhem.scr

Matching pattern

* %windir%\hinhem.scr

This pattern is detected in below malware

e worm:win32/nugel.h

Upon execution, this file drops the following copies of itself with the read-only, system,
and hidden file attributes:

o %windir%\scvhsot.exe

Matching pattern

o %windir%\scvhsot.exe

This pattern is detected in below malware

e worm:win32/nugel.h

This threat drops a copy of itself to a folder with a random file and folder name, such as:

e %windir%\system32\advapi32.dll
o %windir%\system32\gdi32.dll
e %windir%\system32\kernel32.dll

4.12  Worm:Win32/Nugel. H DK D 5 K U 72 fi#ffr L R — N OFEE 2 *—=VH)
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* %windir%\system32\msctfime.ime
e %windir%\system32\msvcrt.dll

e %windir%\system32\ntdll.dll

e %windir%\system32\ole32.dll

o %windir%\system32\oleaut32.dll
* %windir%\system32\shell32.dll

* %windir%\system32\user32.dll

e %windir%\system32\wininet.dll

e %windir%\system32\winsock.dll

Matching pattern

o %windir%\system32[A<>"|?*\]+

This pattern is detected in below malware

e worm:win32/rebhip.a

Variants can create the following files on your PC:
* %windir%\system32\blastclnnn.exe
* %windir%\system32\scvhsot.exe

Matching pattern

o %windir%\system32[A<>"|?*\]+.exe

This pattern is detected in below malware

e win32/ursnif
e win32/simda

When run, it drops copy to varying folder location using random filename. Among
possible folder locations are:

e \msctfime.ime

Matching pattern

o [A<>?|PM+

This pattern is detected in below malware

e win32/xtrat

this file drops the following components:

e \advapi32.dll

4.13 Worm:Win32/Nugel. H DK D 5 A U 72 fi#ffr L R — N DFEZE 3 =V H)
49



\gdi32.dll
\kernel32.dl|
\msvcrt.dll
\ntdll.dll
\ole32.dll
\oleaut32.dll
\shell32.dll
\wininet.dll
\winsock.dll

Matching pattern

[A<>”|24]+.dll

This pattern is detected in below malware

trojandownloader:win32/perkesh.genla
trojan:win32/gupboot.a
trojandropper:win32/vundo.r
worm:win32/citeary.d
win32/koutodoor

Upon execution, this file drops the following copies of itself with the read-only, system,
and hidden file attributes:

\blastclnnn.exe

Matching pattern

\blastclnnn.exe

This pattern is detected in below malware

worm:win32/nugel.h

Upon execution, this file drops the following copies of itself with the read-only, system,
and hidden file attributes:

\scvhsot.exe

Matching pattern

\scvhsot.exe

This pattern is detected in below malware

4.14 Worm:Win32/Nugel. H DK 5 K U 72 fi#ffr L R — N DFEE (4 =V H)

worm:win32/nugel.h
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e \user32.dll

Matching pattern

e \user32.dll

This pattern is detected in below malware

e trojandropper:win32/bamital.g

this file creates the following files on an affected computer:
* %systemroot%\scvhsot.exe
e %windir%\scvhsot.exe

Matching pattern

o [AS7|V+[A<>"|2\+.exe

This pattern is detected in below malware

e trojandownloader:win32/karagany.a
e win32/eyestye

this file installs a randomly named copy of itself in any of these paths:

e c:\windows\scvhsot.exe

Matching pattern

o C[A<ST|V+[A<>"|?\]+.exe

This pattern is detected in below malware

e win32/crowti

Disables the Folder Options in Windows Exploirer:

e hkcu\software\microsoft\windows\currentversion\policies\explorer\nofolderoptions___1

Matching pattern

o hkcu\software\microsoft\windows\currentversion\policies\explorer\nofolderoptions___1

This pattern is detected in below malware

e win32/nugel

e worm:win32/nugel.ay

e worm:win32/russoturisto.a
e worm:win32/nugel.h

4.15 Worm:Win32/Nugel.H DK D & K U 72 fi#ffr L R — N DFEZE (5 =V H)
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Disables Windows Registry Editor:

e hkcu\software\microsoft\windows\currentversion\policies\system\disableregistrytools___1

Matching pattern

e hkcu\software\microsoft\windows\currentversion\policies\system\disableregistrytools___1

This pattern is detected in below malware

e win32/nugel

e virus:win32/sality.genlq
e virus:win32/sality.au

e virus:win32/sality.at

e worm:win32/esfury.t

e trojan:win32/startpage.rm
e win32/sality

Disables Task Manager:

e hkcu\software\microsoft\windows\currentversion\policies\system\disabletaskmgr___1

Matching pattern

e hkcu\software\microsoft\windows\currentversion\policies\system\disabletaskmgr___1

This pattern is detected in below malware

e win32/nuqgel

e worm:win32/nugel.ay
e win32/dircrypt

e win32/fakesysdef

e worm:win32/chupik.b
e win32/sality

e trojan:win32/fakesysdef
e virus:win32/sality

e pws:msil/petun.a

e worm:win32/nugel.h

It changes the following registry entry so that it runs each time you start your PC:

e hkcu\software\microsoft\windows\currentversion\run\yahoo
messengger___\windows\system32\scvhsot.exe

Matching pattern

e hkcu\software\microsoft\windows\currentversion\run[A<>"|?2*\]+_[A<>"|?]+
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This pattern is detected in below malware

e win32/fakevimes

e win32/lethic

e win32/nabucur

e rogue:win32/trapwot

e trojan:win32/lethic.b

e win32/trapwot

e win32/rebhip

e worm:win32/rebhip

e trojandownloader:win32/neojit.a
e win32/eyestye

It modifies the system registry so that it runs every time Windows starts:
e hkcu\software\microsoft\windows\currentversion\run\yahoo
messengger___\scvhsot.exe
Matching pattern
e hkcu\software\microsoft\windows\currentversion\run\yahoo
messengger___ \scvhsot.exe
This pattern is detected in below malware

e worm:win32/nugel.h

It changes the following registry entries so that it runs each time you start your PC:
e hkcu\software\microsoft\windows\currentversion\run\yahoo
messengger__\scvhsot.exe
Matching pattern

e hkcu\software\microsoft\windows\currentversion\run\yahoo messengger___["<>"|?]+

This pattern is detected in below malware

e win32/nuqgel

It modifies the system registry so that it runs every time Windows starts:
e hkim\software\microsoft\windows nt\currentversion\winlogon\shell___explorer.exe
scvhsot.exe
Matching pattern

¢ hkim\software\microsoft\windows nt\currentversion\winlogon\shell___explorer.exe
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scvhsot.exe

This pattern is detected in below malware

e worm:win32/nugel.h

Removes the limit on how long are scheduled tasks are active when set by the AT
command of the Shedule service:

e hkim\system\currentcontrolset\services\schedule\attaskmaxhours___0

Matching pattern

e hkim\system\currentcontrolset\services\schedule\attaskmaxhours___ 0

This pattern is detected in below malware

e win32/nuqgel
e worm:win32/nugel.av
e worm:win32/nugel.h

Malware name is “worm:win32/nuqel.h”

This malware has following behaviors

It then copies itself in the root of the found shared drives as the following files:

e new folder.exe
e scvhsot.exe

this file can download configuration data from a remote server and save the data as the
following file:

o %systemroot%)\system32\setting.ini

this file copies itself to one of the following folders with read-only, hidden and system
attributes:

* %systemroot%\system32

Upon execution, this file drops the following copies of itself with the read-only, system,
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and hidden file attributes:

e %windir%\scvhsot.exe
e %windir%\hinhem.scr
e \scvhsot.exe

e \blastcinnn.exe

this file can stop the following processes:

e hijackthis.exe
e bkav2006.exe
e mmc.exe

e cmd.exe

e game_y.exe

Disables the Folder Options in Windows Exploirer:

e hkcu\software\microsoft\windows\currentversion\policies\explorer\nofolderoptions\1

Set to bypass a proxy for Internet connections:

e hkcu\software\microsoft\windows\currentversion\internet
settings\zonemap\proxybypass\1

The malware deletes the following registry entries:

e hkcu\software\microsoft\windows\currentversion\run\ieprotection
e hklm\software\microsoft\windows\currentversion\run\bkavfw

Disables Task Manager:

e hkcu\software\microsoft\windows\currentversion\policies\system\disabletaskmgr\1

this file makes a number of changes to the affected system’s settings in order to
facilitate the worm’s actions by modifying the following registry entries:

o hkim\system\currentcontrolset\services\schedule\attaskmaxhours\O

e hkcu\software\microsoft\windows\currentversion\explorer\workgroupcrawler\shares\shared\new
folder.exe

e hkcu\software\microsoft\windows\currentversion\internet settings\globaluseroffline\0
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It modifies the system registry so that it runs every time Windows starts:

e hkcu\software\microsoft\windows\currentversion\run\yahoo messengger\\scvhsot.exe
e hkim\software\microsoft\windows nt\currentversion\winlogon\shell\explorer.exe
scvhsot.exe

It changes the following registry entries so that it runs each time you start your PC:

e hkcu\software\microsoft\windows\currentversion\run\msn messsenger[<>"|?]+

e hkcu\software\microsoft\windows\currentversion\run\yahoo messengger[*<>"|?]+

e hkim\software\microsoft\windows nt\currentversion\winlogon\shell\explorer.exe
[r<>"2]+

this file enumerates shared drives by checking the values within the following registry
subkey:

e hkcu\software\microsoft\windows\currentversion\explorer\workgroupcrawler\shares

Disables Windows Registry Editor:

e hkcu\software\microsoft\windows\currentversion\policies\system\disableregistrytools\1

420 Worm:Win32/Nugel.H DF{AD & Bk U 72 fi#ffr L AR — N OFEE (10 R—VH)
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"C:": {
"behavior": {
"winstall.exe": {
"description": [],
"malware": ["trojandownloader:win32/renos.gen!a"]},

"xrhkht.gif": {
"description": [
"The malware creates the following files on an affected computer:"],
"malware": ["trojan:win32/startpage.rm"]},
"~0002ftd.tmp": {
"description": ["The malware creates the following files on an affected computer:"],
"malware": ["worm:win32/sillyfdc.o"]}
}I
"children": {
"avast free antivirus": {
"behavior": {
"avast.exe": {
"description": ["this file creates the following files on an affected computer:"],
"malware": ["trojandownloader:win32/banload.ahc"]}}},
"documents and settings": {
"behavior": {
"REGEXP": {
TIASAT2ENANNNT T |
"description": ["Examples for <DefaultUserPath> are:"],
"malware": [
"pws:win32/zbot.gen'!al",
"pws:win32/zbot.gen!ak"
11},

"all users": {

"description": T[],
"malware": ["trojandropper:bat/startpage.a"]},

"cpa.dll": {
"description": ["this file creates the following files on an affected computer:"],
"malware": ["trojandownloader:win32/netins.a"]},

"cpa.exe": {
"description": ["this file creates the following files on an affected computer:"],
"malware": ["trojandownloader:win32/netins.a"]},},},},}
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"hkcr": {
"children": {
"control panel": {

"children": {
"desktop": {
"children": {
"scrnsave.exe": {
"behavior": {
"REGEXP": {
MA\" [ 2x] "
"description": [
"It modifiees multiple system settings to make sure the
dropped executable is run. For example:"
]I
"malware": ["trojandropper:win32/ropest.a"l}}}}i}il,
"software": {
"children": {
"adwaredisablekey3": {

"behavior": {
"631930542": {
"description": [

"Creates a \"marker\" entry in the registry to avoid running
this file more than once, as in this example:"
1,
"malware": ["win32/busky"]1}}},
"microsoft": {
"children": {
"windows": {
"children": {
"currentversion": {
"children": {
"explorer": {
"children": {
"advanced": {
"children": {
"hidden": {
"behavior": {
"o, {
"description": [
"Prevents the display of files and folders with
the "hidden’ attribute set:"
]7
"malware": [
"worm:win32/brontok@mm",
"win32/brontok"
]

}
}l
"showsuperhidden": {
"behavior": {
lloll: {
"description": [
"Prevents the display of Windows system files:"
]I
"malware": [
"worm:win32/brontok@mm",
"win32/brontok"
TRRRYRRIRRRRRRRIIY
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"uranus.kei.su": {
"description": [
"this file connects to an IRC server, joins a channel and waits for commands.
In the wild, we have observed the worm contacting
the following IRC servers using TCP port 9000:"
]l
"malware": [
"worm:win32/dorkbot.am",
"worm:win32/dorkbot.ar"

}l
"url9.de": {
"children": {

"/ajz?facebook.com/id=": {
"description": ["In the wild, we have seen the following URL links
being used to direct you to download the worm:"],
"malware": ["worm:win32/skypii.a"]
}I
"/aos?fbprofile=": {
"description": ["In the wild, we have seen the following URL links
being used to direct you to download the worm:"],
"malware": ["worm:win32/skypii.a"]
I
"/asz?facebook/id=": {
"description": ["In the wild, we have seen the following URL links
being used to direct you to download the worm:"],
"malware": ["worm:win32/skypii.a"]

by
"urly.de": {
"children": {
"/43559?profilephoto=": {
"description”": ["In the wild, we have seen the following URL links
being used to direct you to download the worm:"],
"malware": ["worm:win32/skypii.a"]
}l
"/54453?photos=": {
"description": ["In the wild, we have seen the following URL links
being used to direct you to download the worm:"],
"malware": ["worm:win32/skypii.a"]
}7
"/54453?viewphoto=": ({
"description": ["In the wild, we have seen the following URL links
being used to direct you to download the worm:"],
"malware": ["worm:win32/skypii.a"]
}I
"/T7a7l7le?photo=": {
"description": ["In the wild, we have seen the following URL links
being used to direct you to download the worm:"],
"malware": ["worm:win32/skypii.a"]
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"((mutex))": {
"description": [
"The threat creates the following mutexes:"
]l
"malware": ["win32/xtrat"]
}I
"rxxmutexxxx": |
"description": [
"this file creates the following mutexes, possibly as an infection marker
to prevent multiple instances running on your computer:",
"The trojan creates the following mutexes:"
]l
"malware": [
"backdoor:win32/hupigon.cn",
"trojandropper:win32/agent.fo"
]
}I
"kxxmutex*x*x_persist": {
"description": [
"this file creates the following mutexes, possibly as an infection marker
to prevent multiple instances running on your computer:",
"The trojan creates the following mutexes:"
]I
"malware": [

"backdoor:win32/hupigon.cn",
"trojandropper:win32/agent.fo"

b
"1c5£0c6b741944890807401a853eb5e3": {
"description": [

"where <random> is a filename composed of random letters, e.g. abdvfctghz.exe
or abdvfctghz.dat. The installer may also create the file
%$ProgramFiles%\\MailSkinner\\msbackup.dat.

The installer program may create the following mutexes:"
]I
"malware": ["win32/skintrim"]
}I
"2cbe016a-8£28-4e0c-83a6-6079161294d7": {
"description": [
"this file creates the following mutexes, possibly as an infection marker
to prevent multiple instances running on your computer:"
]I
"malware": ["backdoor:win32/bifrose.iqg"]
}!
"6a0i": |
"description": [
"This threat can create one or more mutexes on your PC. For example:"
]I
"malware": ["win32/emotet"]
}I
"6alm": {
"description": [
"This threat can create one or more mutexes on your PC. For example:"
1,
"malware": ["win32/emotet"]
}I
"6d5acl98": {
"description": [

"It creates a mutex to ensure that only one copy of itself is running at startup.

The mutex name varies, for example:"
1,

"malware": ["trojan:win32/hiloti.gen'!a"]
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