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Savant[] Reader PC O O O RFIDReaderd Client PCO OO Client 0000000 OO0 Reader
OSavant 000 0000000000000 O00OOO PhidgetRFID Kit 0 Windows XP 0O O
ggooooooooooo

5.3 UUOonoooono

5.3.1 RFIDReader, RFIDSavant
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2. EPCOODDOO Savant 0000000000064 bit000D0O000O0OOOODO
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Os51l:00000000b000oob

Savant PC CPU Xeon 3.2 GHz
Memory 1 GB
OS RedHat Linux 9 (Linux 2.4.21)
JavaO O OO | J2SE SDK v5.0
Reader PC CPU Pentium III Mobile 800 MHz
Memory 256 MB
OS Windows XP Professional SP 2
JavaO O OO | J2SE SDK v1.4.0
Client PC CPU Pentium4 2 GHz
Memory 1 GB
(O] RedHat Linux 9 (Linux 2.4.28)
JavaO O OO | J2SE SDK v5.0
RFIDOOO,00 | 000 PhidgetRFID Kit
ogogod oo
gogogad 125 kHz
Client PG

2001:200:125:1420/64
133.9.68.128/26

2001:200:125:1420::187

33.9.68.182

1
Reader PC

RFID!I)—#&

B
RFID&%

133.9.68.181

Savant PC

O5.1: 00000000
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5.3.2 Client, RFIDSavant

Client 000000DOO0DODOOOODDOOODOOO
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OO0 Ipv6O00O0O00ODOODO

2. 00001IPv6000000ODO0ODOOOOOO
3. Client 0O0DODOOOODODOOO

4. 000000000 Savant 0000000000 OO0DOOCOOOO ClientODDOOO

000 Savant 000000000000 EPCOO0OOOOO (getEPC)0D0DODOODO

54 0O0OOOO

54.1 0O0O1

Reader 0000000000 Savant 00 0000000000000 O0O0OOOODOOOO Reader
O00000 EPCOD IPv6000000000OD0ODOO0OODOOOO
5.4.2 00O 2

Client 00 0D0O00D0OCOO0OODODOOODOO EPCOOIPV6O00O0ODOO0ODOOOOOOD
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5.5 0OUOOOO

5.5.1 0OO1

000 Reader OO0 0O0OO0OOOO0ODOOODOOOODODOODOOODODOODOOODOODOODOODOO
gobbooooboboooooo
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. N
> java RFIDReader

<< Debug Mode >>
Destination Address : 133.9.68.181
Destination Port : 5100

Polling Interval : 500 msec

<< Read a Tag >>
Time : 1105688393770
EPC : 01024c6bfd
Send EPC to Savant.

J
0000 Reader O 701024c6bfd”0 00 IDODOOODO 133.9.68.18100 00 (Savant) O
1000 000D0Ob0ODbOObOOD

00 Savant 0000000

> java RFIDSavant

<< Debug Mode >>

Listen Port (Reader) : 5100

Listen Port (Client) : 5101

Interface : ethO

Network Prefix : 2001020001251420

<< Connected from Reader >>

From : 133.9.68.182

To : 133.9.68.181

Receive EPC : 01024c6bfd

Generate Address : 2001:200:125:1420:30cb:6cb5:ecaa:e49

Exec : ifconfig ethO inet6 add 2001:200:125:1420:30cb:6c55:ecaa:e49/64

Connection closed.

/

Savant 0 Reader 00 EPCOODO0OODODOOOOOG bitOODODODOODOOOOOO
O00000D0000 701024c6bfd’0 000000000 ”30cb6ehbbecaaledd” 010 00O OOMO
0000000000000 00000000000000 72001020001251420°000 00 IPve

0000 72001:200:125:1420:30cb:6¢55:ecaa:e4d9”0 0 00 0 ifconfig0 00000000000
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gobbooobboooobbooon
Savant 0 O ifconfig0 000000000000 OCO IPv6O00000000O00OOODOOO
goobog

. . A
> ifconfig ethO

ethO Link encap:Ethernet HWaddr 00:11:43:33:24:9F
inet addr:133.9.68.181 Bcast:133.9.68.191 Mask:255.255.255.192
inet6 addr: fe80::211:43ff:fe33:249f/64 Scope:Link
inet6 addr: 2001:200:125:1420:30cb:6c55:ecaa:e49/64 Scope:Global
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:211665113 errors:0 dropped:0 overruns:0 frame:1
TX packets:149170090 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:100

RX bytes:3344772320 (3189.8 Mb) TX bytes:3250960277 (3100.3 Mb)

Interrupt:28
- j

000000000000 Reader D0 OD0OOOOOODOODOOODOOODOODOODODOODOO
000000 Savant OO O OO0OO

e N
<< Connected from Reader >>
From : 133.9.68.182
To : 133.9.68.181
Receive EPC : 01024c6bfd

Generate Address : 2001:200:125:1420:30cb:6c55:ecaa:e49
Exec : ifconfig ethO inet6 del 2001:200:125:1420:30cb:6c55:ecaa:e49/64

Connection closed.
\_ J

Savant 0 1000 EPCODOO0OOCOCOOOODOODOIPv6OODOODOO0OONO ifconfign O
ggoooooooooobobbbbboboboooooooooouoooo

5.5.2 OO 2

000000000 Reader 000 10000000000 DO0ODO0OOCOODODODOOODOO
gobboooooboooboboboooooboo

Client 00000000000 DODOO0ODOOOOODOOOODODOODOOODOO EPCO
gobooooooon
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a N

> java Client

Enter Prefix : 2001020001251420

Enter EPC : 01024c6bfd

Connecting to 2001:200:125:1420:30cb:6cbb:ecaa:ed9 ...
> getEPC

01024c6bfd

> exit

Connection Closed.

%

Client 00000000000 ODOOODOOOO 72001020001251420"0 EPC”01024c6bfd” 0
D000 Savant 0 OO 0OO0O0IPv60 0000000000000 OODOOOOOOOOO
0000000000 7getEPC’O0000000OO0OOODOODOODOO0O SavantO0O0OO0O0O0
O0O000 EPCOODO 701024c6bfd”0 000000

Savant 00000000000

e I
<< Connected from Client >>

From : 2001:200:125:1420:0:0:0:187
To : 2001:200:125:1420:30cb:6c55:ecaa:ed?9
Receive Command : getEPC

Return to Client : 01024c6bfd

Receive Command : exit

Connection closed.

%

00000000000 EPCOOO0OOO IPv600000O0OO0ODODOODOODOODOOOO
goboboogoboboooooo
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A.1 RFIDReader.java

import java.io.*;

import java.net.x*;

import java.util.*;

import Phidgets.*;

public class RFIDReader extends _IPhidgetRFIDEventsAdapter {

private

private

private
private
private

private

private

static final String CONF_FILE = "RFIDReader.conf";
BRI

static final String DELIMITER

final boolean debug; // Debug Mode
final String dstAddress; // Savant Address
final int dstPort; // Savant Listen Port

final int interval; // Polling Interval

Map map;

public static void main(String[] args) {
new RFIDReader();

return;

private

RFIDReader (){

boolean db = false;

String add = "";

int
int

try

port = O;
itv =0;

{
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FileReader fr = new FileReader (CONF_FILE);

BufferedReader br = new BufferedReader(fr);

db = new StringTokenizer (br.readLine(), DELIMITER) .nextToken() .equals("true");

add = (new StringTokenizer(br.readLine(), DELIMITER)) .nextToken() ;

port = Integer.parseInt((new StringTokenizer(br.readLine(), DELIMITER)).nextToken());
itv = Integer.parselnt((new StringTokenizer(br.readLine(), DELIMITER)) .nextToken());

br.close();
fr.close();

} catch (NumberFormatException e) {
e.printStackTrace();
System.exit(1);

} catch (FileNotFoundException e) {
e.printStackTrace();
System.exit(1);

} catch (IOException e) {
e.printStackTrace();

System.exit(1);

debug = db;
dstAddress = add;
dstPort = port;

interval = itv;

if (debug){

System.out.println("<< Debug Mode >>");

System.out.println("Destination Address :

System.out.println("Destination Port

System.out.println("Read Interval

map = new HashMapQ);

PhidgetRFID phid = new PhidgetRFID();
phid.add_IPhidgetRFIDEventsListener (this);
if (phid.Open(false) == false){

" + dstAddress);
" + dstPort);

" + interval + " msec");

System.out.println("Could not find a PhidgetRFID");

return;
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if (debug) System.out.println("Start Reading ...");
phid.start();

public void OnTag(_IPhidgetRFIDEvents_OnTagEvent e){
String epc = e.get_TagNumber() ;
Date d = new Date();

long currentTime = d.getTime();

long lastTime;
if (map.containsKey (epc)){

lastTime = ((Long)map.get(epc)).longValue();
Yelseq{

lastTime = O;

if (currentTime > lastTime + interval){
if (debug) System.out.println("Read a Tag.");
if (debug) System.out.println("EPC : " + epc);

TCPSender tcps = new TCPSender (dstAddress, dstPort, epc);

if (debug) System.out.println("Session Start.");
if (debug) System.out.println("");
tcps.start();

map.put (epc, new Long(d.getTime()));

class TCPSender extends Thread {
private String address; // Send Address
private int port; // Send Port

private String data; // Send Data

public TCPSender(String dstAddress, int dstPort, String sendData){

address = dstAddress;
port = dstPort;

data = sendData;
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public void run(){

try {

Socket sock = new Socket(address, port);

DataOutputStream dos = new DataOutputStream(sock.getOutputStream());

dos.writeUTF(data);
dos.close();

sock.close();

} catch (UnknownHostException e) {

e.printStackTrace();

} catch (IOException e) {

}

e.printStackTrace();

return;

A.2 RFIDSavant.java

import java.io.*;

import java.net.*;

import java.util.*;

public class RFIDSavantf{

private

private

private
private
private

private

private

private

static final String CONF_FILE "RFIDSavant.conf";

static final String DELIMITER = ";,\t ";

final boolean debug; // Debug Mode
final int listenPortReader; // Listen Port (Reader)
final int listenPort; // Listen Port (Client)

final String prefix; // Network Prefix

Ifconfig ic;

Map map;

public static void main(String[] args){

new RFIDSavant();
return;

}

private RFIDSavant(){
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int 1lpr = 0;

int 1p = 0;
boolean db = false;
nn.,

String pre =

String intf = "";

try {
FileReader fr = new FileReader (CONF_FILE);

BufferedReader br = new BufferedReader(fr);

db = new StringTokenizer (br.readLine(), DELIMITER).nextToken().equals("true");

lpr = Integer.parselnt((new StringTokenizer(br.readLine(), DELIMITER)) .nextToken());
lp = Integer.parselnt((new StringTokenizer(br.readLine(), DELIMITER)) .nextToken());
pre = new StringTokenizer (br.readLine(), DELIMITER).nextToken();

intf = new StringTokenizer(br.readLine(), DELIMITER) .nextToken() ;

br.close();
fr.close();

} catch (NumberFormatException e) {
e.printStackTrace();
System.exit(1);

} catch (FileNotFoundException e) {
e.printStackTrace();
System.exit(1);

} catch (IOException e) {
e.printStackTrace();

System.exit(1);

debug = db;

listenPortReader = lpr;
listenPort = 1p;

ic = new Ifconfig(intf, debug);

prefix = pre;

if (debug){
System.out.println("<< Debug Mode >>");
System.out.println("Listen Port (Reader) : " + listenPortReader);
System.out.println("Listen Port (Client) : " + listenPort);
System.out.println("Interface : "+ intf);
System.out.println("Network Prefix : " + prefix);
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System.out.println();
}
map = new HashMap();

EPCReceiver epcr;

Receiver r;

try {
epcr = new EPCReceiver(listenPortReader);
epcr.start();
r = new Receiver(listenPort);
r.start();

} catch (IOException el) {
el.printStackTrace() ;
System.exit(1);

private class EPCReceiver extends Thread{
private int listenPort;

ServerSocket ssock;
public EPCReceiver(int p) throws IOException{

listenPort = p;

ssock = new ServerSocket(listenPort);

public void run(){

try {
while(true){
Socket sock = ssock.accept();
SessionFromReader s = new SessionFromReader (sock);
s.start();
}

} catch (IOException e) {

e.printStackTrace();

private class SessionFromReader extends Thread{

private Socket sock;
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public SessionFromReader (Socket s){

sock = s;

public void run(){
try {
if (debug) System.out.println("<< Connected from Reader >>");
if (debug) System.out.println("From 2"
+ sock.getInetAddress() .getHostAddress());
if (debug) System.out.println("To ;"
+ sock.getLocalAddress () .getHostAddress());

BufferedReader br = new BufferedReader

(new InputStreamReader (sock.getInputStream()));
String epc = br.readLine();
br.close();

sock.close();

if (debug) System.out.println("Receive EPC : " + epc);
InetAddress address = IPv6AddressGenerator.generate(prefix, epc);
if (debug) System.out.println("Generate Address : " + address.getHostAddress());
if (map.containsKey(address)){
ic.deleteIPv6(address);
map .remove (address) ;
Yelseq{
ic.addIPv6(address);
map.put (address, epc);
}
if (debug) System.out.println("Connection closed.");
if (debug) System.out.println();
} catch (IOException e) {

e.printStackTrace() ;

private class Receiver extends Thread{
private int listenPort;

ServerSocket ssock;
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public Receiver(int p) throws IOException{
listenPort = p;
ssock = new ServerSocket();
InetAddress ia = InetAddress.getByName("::");
InetSocketAddress isa = new InetSocketAddress(ia, listenPort);

ssock.bind(isa);

public void run(){

try {
while(true){
Socket sock = ssock.accept();
SessionFromUser s = new SessionFromUser(sock);
s.start();
}

} catch (IOException e) {
e.printStackTrace();

private class SessionFromUser extends Thread{
private static final String COMMAND_GET_EPC = "getEPC";
private static final String COMMAND_EXIT = "exit";

private Socket sock;

public SessionFromUser(Socket s){

sock = s;

public void run(){
try {

String command, ret;

if (debug) System.out.println("<< Connected from Client >>");
if (debug) System.out.println("From : "

+ sock.getInetAddress() .getHostAddress());
if (debug) System.out.println("To : "

+ sock.getLocalAddress () .getHostAddress());
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BufferedReader br = new BufferedReader

(new InputStreamReader (sock.getInputStream()));
BufferedWriter bw = new BufferedWriter
(new OutputStreamWriter(sock.getOutputStream()));
while(true){
command = br.readLine();
if (debug) System.out.println("Receive Command : " + command);
if (command.equals (COMMAND_EXIT)) break;
else if (command.equals(COMMAND_GET_EPC)) ret = getEPCQ);
else ret = command + " : Command Not Found.";
if (debug) System.out.println("Return to Client : " + ret);
bw.write(ret);
bw.newLine();
bw.flush();
}
br.close();
bw.close();
sock.close();
if (debug) System.out.println("Connection closed.");
if (debug) System.out.println();
} catch (IOException e) {

e.printStackTrace();

private String getEPC(){
InetAddress ia = sock.getLocalAddress();
String ret = (String) map.get(ia);

return ret;

A.3 IPv6AddressGenerator.java

import java.net.*;

import java.security.x;
public class IPv6AddressGenerator {

public static InetAddress generate(String prefix, String epc){
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byte[] bPrefix = stringToByte(prefix);

if (bPrefix.length != 8) return null;

byte[] bEPC = stringToByte(epc);

byte[] hEPC = hash(bEPC);

byte[] bAddress = new byte[16];

for(int i = 0; i < 8; i++){
bAddress[i] = bPrefix[il;
bAddress[i + 8] = hEPC[il;

}

InetAddress address = null;

try {
address = InetAddress.getByAddress(bAddress);
} catch (UnknownHostException e) {}

return address;

public static byte[] hash(byte[] source){

MessageDigest md;

byte[] digest = new byte[8];

try {
md = MessageDigest.getInstance("MD5");
md .update (source) ;
bytel[] tmp = md.digest();
for(int i = 0; 1 < 8; i++){

digest[i] = (byte) (tmp[i] ~ tmp[i + 8]);

}

} catch (NoSuchAlgorithmException e) {
e.printStackTrace();

}

return digest;

private static byte[] stringToByte(String str){

byte[] byteset = {0x00, 0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07,
0x08, 0x09, 0x0Oa, 0xOb, 0xOc, 0x0d, 0xOe, 0xOf};

byte[]l ret = new bytelstr.length() / 2];

char[] strArray = str.toCharArray();

for(int i = 0; i < strArray.length; i += 2){
byte left = byteset[charToInt(strArray[il)];

byte right = byteset[charToInt(strArrayl[i + 1]1)];

ret[i / 2] = (byte) ((left << 4) | right);
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}

return ret;

private static int charToInt(char c){
char[] charset = {’0’, ’1’, ’2’, °3’, ’4’, °6>, ’6’, °7’,
’82, ’9°, ’a’, ’b’, ’c’, ’d’, ’e’, f’};
char ret;
for(ret = 0; ret < 15; ret++){
if (c == charset[ret]) break;
}

return ret;

A.4 Ifconfig.java

import java.io.*;

import java.net.x*;

public class Ifconfig {
private String intf;

private boolean debug;

private static final String IFCONFIG = "ifconfig";
private static final String ADD = "add";
private static final String DELETE = "del";
private static final String INET6 = "inet6";
private static final String PREFIX = "/64";

public Ifconfig(String str){
intf = str;

debug = false;

public Ifconfig(String str, boolean b){
intf = str;

debug = b;

public void addIPv6(InetAddress address) throws IOException{

47



00 ADODDooooogd

String[] command = {IFCONFIG, intf, INET6, ADD, address.getHostAddress() + PREFIX};
Process process = Runtime.getRuntime() .exec(command) ;

if (debug) printVerbose(command, process);

public void deleteIPv6(InetAddress address) throws IOException{
String[] command = {IFCONFIG, intf, INET6, DELETE, address.getHostAddress() + PREFIX};
Process process = Runtime.getRuntime() .exec(command) ;

if (debug) printVerbose(command, process);

private void printVerbose(String[] command, Process process){
System.out.print("Exec : ");
for(int i = 0; i < command.length; i++){
System.out.print (command[i]);

System.out.print(" ");

}

System.out.println();

try {
Reader in = new InputStreamReader (process.getInputStream());
int ¢ = -1;
while ((c = in.read()) !'= -1) { System.out.print((char) c); }

in.close();
Reader err = new InputStreamReader(process.getErrorStream());
c = -1;
while ((c = err.read()) != -1) { System.out.print((char) c); }
err.close();

} catch (Exception ex) {

ex.printStackTrace();

A.5 Client.java

import java.io.*;

import java.net.*;
public class Client {

public static void main(String[] args) {
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BufferedReader stdin = new BufferedReader(new InputStreamReader(System.in));

try {
System.out.print ("Enter Prefix : ");
String prefix = stdin.readLine();
System.out.print ("Enter EPC "
String epc = stdin.readLine();
InetAddress ia = IPv6AddressGenerator.generate(prefix, epc);
System.out.println("Connecting to " + ia.getHostAddress() + " ...");
Socket sock = new Socket(ia, 5101);
BufferedReader br = new BufferedReader

(new InputStreamReader(sock.getInputStream()));

BufferedWriter bw new BufferedWriter

(new OutputStreamWriter (sock.getOutputStream()));

while(true){
System.out.print("> ");
String command = stdin.readLine();
bw.write(command) ;
bw.newLine();
bw.flush();
String ret = br.readLine();
if (ret == null) break;

System.out.println(ret);

System.out.println("Connection Closed.");
} catch (IOException e) {

e.printStackTrace();
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