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O5.1: 000000000

00000 |0000000/000 |000000/000 (0000
TCP 000 /o000 ooo /23 00
UDP 000 /o000 000 /102400 00
IP 000 /000 000 /000 0

CISCO#show access-list

Extended IP access-list ipsec
deny tcp any any eq telnet
deny udp any any gt 1023
permit ip any any

CISCO#
\_

O 5.2: CiscoOOQOQOQonQ
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00 00 00
CBC-DES | HMAC-MD5-96 | DEFLATE

5.3 U4UQQO

0000000000000 0000000A0DD0DDDNDDBOODODOODODOODOOOOOO

e SSH (22/TCP)

TELNET (23/TCP)

NSLOOKUP (53/UDP)

TRACEROUTE (1024 00 /UDP)

e PING

5.3.1 SSH

000 B(192.168.2.1) 0000000000 ipsec0000000DOO00OOO 5500000
ggoobboooooobbbooogooobboooooobbooooobobobobooog
gobobooooboobooooobbooobobbooooobobooon

> ssh ipsec@192.168.2.1
ipsec@192.168.2.1° password:

0 5.5: SSHOOOODO

5.3.2 TELNET

000 B (192.168.2.1)000000000000ODOOOO 56 0000000000000
ggogobbooooooobbobooooouooobboooooobboooooobboboooa
000000000 57000000000000000000000 telnet (23) 0000000
gooboboooooobod
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\
> telnet 192.168.2.1
Trying 192.168.2.1...
telnet: connect to address 192.168.2.1: Connection refused
telnet: Unable to connect to remote host )
O 5.6: TELNETOOOOO
~

/
#CISCO
XX:XX:XX: %SEC-6-IPACCESSLOGP: list ipsec denied tcp 192.168.10.1(50890) ->
192.168.20.1(23), 1 packet
#CISCO

o

0570000000000 (TELNET)

5.3.3 NSLOOKUP

000 B(192.168.2.1) 00000000 A (192.168.1.1) 000000000 0O0O0O 5800
000000000000 BOOODODODODODODODDODOODODDOUOOD AODDODODODOOODOO
gogooboobboboooooooobboooooooobbbooooobLbbbobobooooOoan
gooooooon

> nslookup 192.168.1.1 192.168.2.1
**x* Can’t find server name for address 192.168.2.1: No response from server

*x*x Default servers are not available

0 5.8: NSLOOKUPOODOODO

5.3.4 TRACEROUTE

000 B(192.168.2.1) 0000 TRACEROUTEOODOOODOODO 59000000001
000000000000 bO0oo0ooDOoo0ooOoooooo UybPpOOOODODOODODOOO
Ooo0o0o0ooboOobOoo0oobOobOobDOobOOoOobOobOOoobOboD 1oobooboboooo
00000000000 wWdpUOOO0ODOOODOOOOODOOOODOOO
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/
> traceroute 192.168.2.1

traceroute to 192.168.2.1 (192.168.2.1), 64 hops max, 40 byte packets
1 192.168.1.254 (192.168.1.254) 0.218 ms 0.196 ms 0.112 ms

2 % kx %

3 % % %

(ooo)

0 5.9: TRACEROUTECO O DOOO

-~
#CISCO

XX:XX:XX: %SEC-6-IPACCESSLOGP: list ipsec denied udp 192.168.10.1(41132) ->

192.168.20.1(33435), 1 packet

XX:XX:XX: %SEC-6-IPACCESSLOGP: list ipsec denied udp 192.168.10.1(41133) ->

192.168.20.1(33436), 1 packet

XX:XX:XX: %SEC-6-IPACCESSLOGP: list ipsec denied udp 192.168.10.1(41134) ->

192.168.20.1(33436), 1 packet
#CISCO

~

0 510: 0000000000 (TRACEROUTE)
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5.3.5 PING

000 B (192.168.2.1) 0000 TRACEROUTEOOOOUOOOOO 51100000000
ggodgoooooooobbbbbbbooooooooooouooooooboboboobobobn

a I
> ping -c 3 192.168.2.1

PING 192.168.2.1 (192.168.2.1): 56 data bytes

64 bytes from 192.168.2.1: icmp_seq=0 ttl=62 time=1.312 ms
64 bytes from 192.168.2.1: icmp_seq=1 tt1=62 time=0.945 ms
64 bytes from 192.168.2.1: icmp_seq=1 ttl1l=62 time=0.980 ms

---192.168.2.1 ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss

round-trip min/avg/max/stddev = 0.945/1.079/1.312/0.165 ms

>

O 5.11: PINGOOOODO
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