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Nowaday s ,  va r i ous  c ryp tograph i c  dev i ces ,  such  as  smar t  c a rd s ,  
RF ID  t ags ,  vo t i ng  mach ines ,  c ryp tog raph i c  cop roces so r,  a r e  w ide ly  
u sed  to  p rov ide  au then t i ca t i on  o f  u se r s  and  t o  s t o r e  s ec r e t e  i n fo rma t ion  
fo r  s ecu re  sy s t ems .  Recen t ly,  no t  on ly  t he  ma thema t i ca l  c ryp t ana ly s i s ,  
bu t  a l so  t he  s i de  channe l  ana ly s i s  wh ich  i s  based  on  t he  phys i ca l  
l e akage ,  such  a s  e l ec t romagne t i c  emi s s ion  and  power  consumpt ion ,  i s  
pe r fo rmed .  The  s ecu r i ty  o f  c ryp tog raph i c  dev i ce s  become s  a  
s i gn i f i c an t  r e sea r ch  top i c .   

Among  the  s i de  channe l  ana ly s i s ,  t h e  e l ec t romagne t i c  ana ly s i s  
(EMA)  and  pow er  ana ly s i s  (PA)  can  be  pe r fo rmed  wi th  i nexpens ive  
equ ipmen t ,  and  hence  a r e  power fu l  and  p l ay  impor t an t  r o l e s  i n  s ecu r i t y  
f i e ld s .  They  a r e  i nc luded  in  t he  fundamen ta l  r e sea rch  and  i nvo lved  i n  
p r ac t i c a l  deve lopmen t .  Lo t s  o f  de s igns  a r e  con t r i ved  t o  p r even t  
c ryp tog raph i c  dev i ces  f rom thes e  a t t a cks .  I n  pa r t i cu l a r ly,  t he  s ecu r i ty  
eva lua t i ons  on  t he  r e s i s t ance  o f  t he se  de s igns  ba sed  on  EM A and  PA 
a re  a l so  ac t i ve ly  conduc t ed .  Howeve r,  due  t o  t he  compl ex i t i e s  o f  t he  
imp lemen ta t i on  env i ronmen t  o f  c ry p tog raph i c  a lgo r i t hms ,  t he r e  a r e  
s t i l l  p rob l ems  wi th  conven t i ona l  ana ly s i s  f o r  t he  s ecu r i t y  eva lua t i on  
shown  as  fo l l ows :  ( 1 )  Th e  Gauss i an  no i s e  i n  t he  s i de  channe l s  has  been  
r educed  by  Le  ( IEEE TIFS07) .  D iver s i f i ed  non -Gauss i an  no i s e s  t ha t  
e s pec i a l ly  occu r  t o  EM s ide  channe l  because  o f  the  coup l ing  o f  
enc ryp t ion  modu le s  a r e  s t i l l  unso lved .  ( 2 )  A l though  the  Hamming  
D i s t ance  l e akage  mode l  p ropos ed  by  Br i e r  (CHES04)  i s  gene ra l ly  
e f f ec t ive ,  i t  ove r looks  t he  G l i t c h  power  consumpt ion  and  i s  no t  
dev i ce - spec i f i c .  ( 3 )The  c l a s s i ca l  s t a t i s t i c a l  t e s t s -ba sed  l e akage  
l oca l i z a t i on  me thod ,  wh ich  was  p rop os ed  by  Sauv age  (ACM TRTS09) ,  
i s  i naccu ra t e  fo r  de t e rmin ing  t he  l oca t i ons  o f  EM emis s ion .  A l l  t he se  
p r ob l ems  l ead  t o  t he  de f i c i en t  pe r fo rmance  ( t he  co r r ec tnes s  o f  key  
de t ec t i on  and  comp u ta t iona l  t ime )  o f  EMA and  PA.  

The  t a rg e t  o f  t h i s  d i s s e r t a t i on  i s  t o  enhance  t he  pe r fo r mance  o f  
EM A and  PA .  Because  th e  pe r fo rmanc e  o f  EMA an d  PA depends  on  th e  
fo l l owing  key  f ac to r s :  l e s s  no i sy  s igna l s ,  accu ra t e  l e akage  mode l  and  
sound  s t a t i s t i c a l  t e s t .  Th i s  d i s s e r t a t i on  p roposes  e f f ec t i ve  me thods  fo r  
t hem r espec t i ve ly.  The  con t r i bu t i ons  o f  t h i s  d i s s e r t a t i on  a l so  cove r  
t h r ee  ma in  a s pec t s :  ( 1 )  Addres s ing  the  no i s e  i s sue  t ha t  occu r s  to  the  
EM  s ide  channe l ,  e s pec i a l ly,  f o r  co r r e l a t ed  no i s e  and  s imu l t aneous  
no i s e ,  s eve ra l  e f f ec t i ve  a lgo r i t hms  a r e  p roposed  t o  dec r ea se  t he i r  
i n f l uence  on  EMA.  (2 )  Cons ide r ing  t he  G l i t ch  power  consumpt i on ,  a  
new Swi t ch ing  G l i t ch  l e akage  mode l  i s  p roposed  t o  improve  t he  
pe r fo rman ce  o f  bo th  EM A and  PA .  (3 )  To  improve  t he  l oca l i z a t i on  
accu racy,  a  nove l  l e akage  l oca l i z a t i on  me th od  u s ing  i n s t an t  s i gna l  
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var i ance  ba sed  on  nea r- f i e ld  s can  i s  p r oposed  t o  enhance  t he  
pe r fo rman ce  o f  EM A.  Wi th  a l l  t hes e  p rop os ed  me thods  fo r  EM A and  PA ,  
t he  co r r ec t  key  i s  de t ec t ed  w i th  l e s s  compu ta t i ona l  t ime ,  and  e ff i c i en t  
s ecu r i ty  eva lua t i on  i s  a l so  ma de  pos s ib l e .  

The re fo re ,  t h i s  d i s s e r t a t ion  cons i s t s  o f  6  chap t e r s  a s  f o l l ows .  

Chapter  1  [ In troduct ion ]  g i ve s  a  b r i e f  in t roduc t ion  t o  s i de  
channe l  ana ly s i s .  The  ma in  p r inc ip l e s  o f  PA and  EM A ar e  exp l a ined .  
The  r e sea r ches  on  pe r fo rmance  enhancemen t  a r e  ove rv i ewed .  Th e  
mo t iva t i on  and  con t r ibu t i on  o f  t h i s  d i s s e r t a t i on  a r e  summar i zed .  

Chapter 2  [Corre la ted  N o i s e  R edu ct ion  for  EMA ]  p r op os es  t h r ee  
t e chn iques  to  r educe  t he  co r r e l a t ed  no i s e  fo r  EM A.  The  co r r e l a t e d  
no i se  i s  c aused  by  t he  in t e r f e r ences  o f  c lock  ne twork  t o  t he  
c ryp tog raph i c  mo d u le  and  exh ib i t s  s t r ong  co r r e l a t i on  w i th  enc ry p t ion  
s igna l .  The  D isc r e t e  Wave l e t  Tr ans fo rm (DWT)  p roposed  by  Pe l l e t i e r  
(NIST 05)  c anno t  s epa ra t e  t h i s  no i s e  because  the  no i s e  has  ove r l apped  
f r equency  bands  w i th  enc ryp t i on  s igna l .  I t  i s  d i s cov e red  t ha t  un l i ke  t he  
enc ryp t i on  s i gna l ,  t he  c lock  s i gna l  has  a  h igh  va r i ance  a t  t he  s i gna l  
edges .  Based  on  t h i s  p rop e r ty,  t he  f i r s t  an d  s econd  t echn iques :  
s i ng l e - samp le  SVD and  mu l t i - s amp le  SVD reduce  t he  co r r e l a t ed  no i s e  
by  ex t r ac t i ng  t he  h igh  va r i ance  componen t  f rom enc ryp t i on  s i gna l .  And  
the  th i rd  t e chn ique :  ave raged  sub t r ac t i on  i s  e f f i c i en t  when  backg round  
samp l ings  a r e  i nc luded .  Thes e  t e chn iques  a r e  va l i da t ed  by  t he  EM  
emis s ion  acqu i r ed  f rom the  AES  (Adv anced  Enc ryp t i on  S t anda rd )  
imp le men ta t i on  on  bo th  ASIC  (App l i ca t i on -Spec i f i c  I n t eg ra t ed  C i r cu i t )  
and  FPGA.  Comp ared  w i th  ex i s t ed  me thods ,  t h e  p roposed  t e chn iques  
i nc r ease  t he  SNR as  h igh  a s  22 .94dB ,  and  t he  succes s  r a t e s  o f  EMA 
shows  t ha t  t he  da t a - independen t  i n fo rma t ion  i s  r e t a ined  and  t he  
pe r fo rman ce  o f  EMA i s  enhanced .   

Chapter 3  [S imul taneous  No is e  Reduc t ion  for  EMA]  pre sen t s  
t he  Sou rce  Recove ry  a lgo r i t hm to  r educe  s imu l t aneous  no i s e  f o r  EMA.  
The  s imu l t aneous  no i se  i s  i n t r oduced  i n  t he  EM  s ide  channe l  by  
runn ing  mu l t i p l e  enc ryp t ion  modu les  s imu l t aneous ly,  wh ich  i s  p robab ly  
u sed  a s  an  e f f ec t i ve  coun te rmeasu re .  Howeve r,  t he  fou r th -o rde r  
cumulan t -bas ed  Gauss i an  no i s e  r educ t i on  s t r a t egy  p r es en t ed  by  Le  
( IEEE  TIFS07)  f a i l s  t o  dea l  w i th  t h i s  ty pe  o f  no i s e .  The  p roposed  
Sour ce  Recove ry  a lgo r i t hm t akes  advan t ag e  o f  t he  Fas t ICA a lgo r i t hm 
(Hyvä r inen ,  IEEE TNN99)  t o  s epa ra t e  t he  s i ng l e  enc ry p t ion  f rom 
mixed  enc ryp t i ons ,  and  t hen  by  t he  amp l i t ude  r ecovery  fo l l ows  t he  
co r r e l a t i on  j udgme n t  t o  a t t enua t e  t h e  no i s e .  Th e  e f f ec t iv en es s  i s  
demons t r a t ed  th rough  t he  ana ly se s  o f  mu l t i p l e  AES  and  Came l l i a  
enc ryp t ion  modu le s  on  syn thes i zed  ASIC .  The  numb er  o f  s i gna l s  
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needed  t o  de t ec t  keys  has  been  d r ama t i ca l ly  r educed  by  47 .8% 
compared  w i th  s t anda rd  EMA,  and  t he  pe r fo rmance  o f  EMA i s  g r ea t ly  
enhanced .  

Chapter 4  [The  Swi tch ing  Gl i t ch  Leakage  Mode l  for  EMA and  
PA ]  p r e s en t s  a  new  l eakage  mode l  f o r  EM A and  PA .  The  conven t i ona l  
l e akage  mode l :  Hamming  D i s t ance  mode l ,  wh ich  was  fo rma l i zed  by  
Br i e r (CHES 04 ) ,  i s  w ide ly  u sed  due  t o  i t s  gene ra l i ty.  Howeve r  G l i t ch  
(G l i t ch  i s  t he  unneces sa ry  s i gna l  t r ans i t i on  due  t o  t he  unba l anced  pa th  
de l ays  t o  t he  i npu t s  o f  a  l og i c  ga t e  in  a  c i r cu i t )  e f f ec t s ,  wh ich  accoun t  
f o r  20% to  40% of  t he  dynamic  sw i t ch ing  pow er  i n  CM OS c i r cu i t s ,  a r e  
no t  i nvo lved .  Th i s  l e ads  t o  a  low  pe r fo rmance  fo r  EMA and  PA .  The  
p r oposed  l e akag e  mode l  no t  on ly  cons id e r s  t he  da t a  depend en t  
sw i t ch ing  ac t i v i t i e s  bu t  a l so  i nc ludes  G l i t ch  power  consumpt ions  i n  
c ryp tog raph i c  modu le .  Fu r the rmore ,  t he  sw i t ch ing  f ac to r  and  G l i t ch  
f ac to r  a r e  i n t roduced  in  t he  mode l .  The  e s t ima t ion  o f  thes e  f ac to r s  i s  
shown .  The  advan t age  o f  th i s  mode l  i s  t ha t  t he  f ac to r s  c an  be  ad ju s t ed  
acco rd ing  t o  t he  ana lyzed  dev i ce s  du r ing  eva lua t ion .  Comp ared  w i th  
Hamming  D i s t ance  mode l ,  t he  power  t r ace s  o f  r e cove r ing  keys  have  
been  dec reased  by  a s  much  as  24 .5%,  and  t he  EM  t r aces  ha s  been  
dec reased  by  a s  much  a s  17 .1%.  Name ly,  the  pe r fo rmance  o f  EMA and  
PA a r e  bo th  enhanced .   

Chapter  5  [A nove l  Leakage  Loca l i za t ion  Method  for  EMA]  
p r opose s  a  nove l  l e ak age  lo ca l i z a t i on  me thod  fo r  EMA.  Due  t o  t he  
l oca l i ty  o f  EM  emis s ion ,  name ly,  s ec r e t  i n fo rma t ion  l e ak s  f ro m 
mu l t i p l e  l o ca t i ons  a round  c ryp tog raph i c  dev i ce s ,  i t  i s  cha l l eng ing  to  
de t e rmine  t he  exac t  l oca t i on  be fo re  conduc t i ng  an  EMA.  Sauvage  
(ACM TRTS 09) ’s  l oca l i z a t i on  me thod  has  l imi t a t i on  i n  f i nd ing  a l l  t h e  
da t a -dep enden t  EM  emis s ion s .  Based  on  t he  EM  emis s ion  acqu i r ed  
f rom nea r  f i e ld  s can ,  t he  i n s t an t  s i gna l  va r i ance  o f  EM  emis s ion  i s  
p r oved  as  an  equ iva l en t  s t a t i s t i c a l  t e s t  t o  DoM (Di f f e r ence - o f -Means )  
t e s t .  Thus ,  i t  i s  p roposed  to  i den t i fy  t he  l oca t i ons  t ha t  have  
da t a -dep enden t  EM emis s ion .  Add i t i ona l ly  a  sma l l  and  l ow-cos t  p r obe  
i s  made  t o  ve r i fy  t he  p r oposed  EM A on  ASIC  imp lemen ta t ions .  The  
EM A aga ins t  unp ro t ec t ed  AES  ind i ca t e s  t ha t  t he  l oca l i za t i on  accu racy  
i s  improved  by  48 .6% co mp ared  w i th  Sauvage  (ACM  TRTS09) ’s  
me thod .  Moreove r,  t he  EMA on  AES  WD DL (Wave  Dynamic  
D i f f e r en t i a l  Log ic )  imp le men ta t i on  shows  tha t  p roposed  me thod  i s  a l so  
e f f ec t ive  t o  expose  t he  l e akage  l oca t ions  i n  t he  p r e sence  o f  
coun te rme as u re .  

Chapter 6  [C on c lu s ion ]  conc ludes  t h i s  d i s s e r t a t i on .   


