BLAR R R A T2 et

B Lt X E

bl

m X & H

Taint-based Analysis Techniques against
Evasive Malware
M IRIRERRRE 2 FF- D~ L D = 7 DT HE -
TA L MBI L DT e —F

=Ll

oW #
Yuhel KAWAKOYA
HEES T

2018 4= 12 A



A =Fy PZBISHxRMEORT T~ A D 2T T EHLRY — 1L LT
FIHEATWD, Bl2IE, Z2HOAV T =2 7T EEHRRKICE > THERINVLDLA Y b
Xy PE YV —ERAPEHLBOANRNLA - NVOREGEREELELTT I v I ~—4F v b
TRl SN TWD, £7ZITETIE, Crypto Mining v /v 7 = 7 BN EH L~ /LU <
TEEmAEZFAAH L CEESAEZ2AABH LTS, 2B AR Yy By b= Crypto
Mining v /v 7 = 7 IZLFEMBEOEER L L THHI N TEBY REazxt RN KD
b5 TWD,

I~y z2T7 T 50RO ODEENLRFRELAEALT TINE L T
VTR SDL, EX a2 T 40 F AN NEFBTEIRSY — L AL
T LV =T ML, TOFEFHMZHLPIZT H, S HIZEDOHMWOEERBKES
ik - x>y P =2t T 5487 M lofFH b6 L)ALk
zAEZBHLTWD,

YN 2T TS FEERNT LS BB E BB >0 FIEN
HDH, BIMMEITrcIZ, PO LYOHEBLEREERERE EC~AL Y =7 2 811E S &,
ZTORDEBENVEBN T LD ETC~YA U T OEBZMIT TS5, ZOBN T 5545
ELT,. HEOTrEANLRERITEND VAT LAY —E XA a— /X Application
Programming Interface (APD)2 — A R FETHSNnH D5, ZOHF THFIZ APLIX
BERaCyTXFAIMNMEBRERFLTBY, B MIToBlHISS E L TRCFMHS
N5, FTZAPIFE FF a2 A PR EBEFICEHFEINALTEBY ., 0 APl # A hiE~ v
VT MAToRERERZICHB T LN TED, 20D, API % 8l xf %
ELEAPIE =X FHFWATCOMROLRETEEROEF 2 U 7 ¢ ®AICH M
ZIZHWHLRTWD

— BTN 2T OFEITT AN EFERE ETCEEIE TITHENTT
LHFETHDL, ERICEBIFEIER VD T, V/VWIT@E‘@@%@J’JZZQ@%F@
WESHAB~OKHBEEOWELR T LN TED, ELHOMATITEGMNIZ
YN T 2T OT R TOa— RKREMATATETH Y, VJVWITiJEﬁ’DﬂEZ)%U‘%?
NTHHTLI LA TED, LAL, BE ALY =TI KRR E O E THE K
INTBY, CHOEBELMITT SR E T HHMNBITEZ< OB ET L, £
THMEEILT=a 7 F A PICZLL, TOBBBSLZNLLOH N O ZEE 2R 5
ONEELW, ZZTEERIYTXFANERFSDAPIL Z b v NCTHBOMBTEZ1T 5 2
LT, RN Z2ED LN TEDL, ZOLDICHEIWMET & FHMBTO L
LHIZBWTH APIOHERITAHTH Y ~ VU = T2 EHITAT I ITIT L
BAARZERTIE L VR D,

~ AT T OEFL IO “MFTICB TS5 AP O FHM” 2+ ML TR
V., BEFTIEKELZ~LVL Y =T ICHDIAL, 2z REICL TS 5, BEARBMICIE
IR T 52 APIE = X O RBESCHNBTICRB T 54 R — b API O B iik 23

No. 1



o, BT EYET L HFEEF, 7y sEEEE Y —F Yy FEIBEO o0 FIEIC
Kplan s, 7y 7 HEIX, APLla— VB Ho-DIcRESNTL 7 v 7 % E L
TAPIZ M OHT HIETHD B XIX7 v 7 BENNDATREM O & W APT @ 565
DEmMT bbbl atbt—-—LTEBE, ZOabt—Litamafl TAPLI & FF O H
9 Stolen Code £ W o 7= FENH D, ¥ —F v FEEEIZ., v~V T = 7 DFFE D2
B2 APILE =2 OB LN b EXMICHT 2O FETHL, Bl2ITEZOH
LEFMEITI) I —FO—HBEEHO T e RAIZEAL, 2O F 2t XD H TET
7 % Code Injection E Wo L FEDNH DH, N0 OBATHFE - FIB FENFH S
b EEE O API £ =% TIXAPI O OH LB EEICIRETER VN, S b I KX
HEE LT M ENAPIONROH LAEMELEL VDI Z icanoE el
W, ZTDH, v AT T RO L0 RBFEZAMAT S L. KFELW
SOFEBAEBBLUENL TV DEIEHEERNEAT S,

FLENMTEETOMMGELEL T, A A =KL TWS API O [EikH
HDH, BT DO L HIICHMBMBTICE W TAPIFHRIEEALAFERFE TCH D, 20D
~ VT 2T IEHEAFAL TS API fH 2Bk T 2Hmicd 5, 6 21X,
Portable Executable(PE)E XD EIIT 7 7 A LA A —HFLTWDH API ©» — &
Z PE~y XOHFICHELTCHS, L2L, b7 3260 BEMEEHERL
TLEI ZOREBTHOMITZITI & W T BT 7 OFNMBN Y — /1L API
DFEREMIFCTET, APLTOMROHLAD 2T OBLDO a2 — FOEKZR
WMTERWVWEEBNEET D,

COXIDICHBENE A RN EFELZEECELIET RICE. EFOMITF
ERxs#FEO—2>OMEND D LEE XD, BEAF OB FIEOL XM
ZLLLTWDZa—FZObDOTIERLS, £2Oa— FNOFMLELRTEHE®RE LM
FHEIAFHF IR TS, 2~V =27 28BN CHATT 2., T~ Ly
=7 Da—FAFTHERL, 2Oa—FROETA VAKX AL LTOTak A%
—BIUHETELI 7A@ 7 OERMITIES W THIT RG22 B LT
L, Mo E LTHED APITOEfTLZERLLELVWE S, 20 APILO 2 — FHEOD
FITTEHRLS,ZODAPIPEE I N TWVWLIEEZEZOLNDAEIT T KL ADEITIC
ESWTZDOAPIOETEZHKBLTWVWDE, 2hbOBO LS ICAKRZ DX
DTHHa—FRa—RFOEITEFOLDOTIEIRL, TOa—FoOREZEKT 5
BWMICE SO TEFOMST FIHEERFINLTVDE, vV 72T 1E, ZOKRKEX
HRELOLEENEZR LATHEROAVEZERT - Z L THRITTFEZEVWTWV S,
H KA 121X Stolen Code T AR APIAEE SN TWVWDH EEZXZLNDT KL ANDL
MOEGFHIZAPIO 2 — RE2ab—L T, 20a b — Lo TEITT L, 21
XV API O 22— FZFETLTWVWL2ICbELL T APIO FET L FAEBEI N WK
2L TWVW5D,



AR TIHFZIOMBEIZESZY T, T4V FMETMEZFA LT, KO~V D =
TN AIET S TA L NBITEET X T a — O EilTo o> TH B,
TAVNETERENR DR fﬁi&%7ﬂ77b®§§ﬁ B EoIZx L TMEL,
FTOEIPBRE LE2BE#H T HIBICOT AV N T2 EELTCEWNT L FIETH D,
ZOT Ay MNESEFRA L. LHET WM EERRT D,

BI1IETCH . AMROT R EEERLCICUBEOZEMEICH > THREOHEE
ZNC

B2ETIE. v~y =7 BNHHT 28R FEO2EKGBE DL ICKT 5B
R EZ@B L., Rt oM EEZFHBH T 5,

B3ETIE, LR TR ZRFOB MM &M FIEOMERZNIET 5
e AT EORIEY — V& RRE - FEE -G T 5., BKRIZIE. Windows OS
MEBRTHT—FXHEB LI, 2 — FL7ZDLLOBE#HRBFEL 2V X 212, ¥#% DLL
FRATABRICT AT u I am — ikt - FET25, cnxfHwTe— KL
DLL 75 API Z MOl T & . Z D API O BITHFELZBH T 52 RN TE R0,
A CIXBG CIAS LR TV 2 EH - BHMITY — LV E2FA L. Zh b IHI
SNDZERSAPIZFMHT 2N TEL I EE2RT,

o4 ETIX, BMMTICE TS APl FE =2 25 4 v MENICTHLET 5 F ik
ERET DH, T O®ETIL, Eﬁﬂi?j*—§77ﬂ“‘ﬁﬁﬁilﬂﬁﬁéj’bé?4"/l\ﬁ@*ﬁ%’i’

- ROETERZDEDICHHATSE, a—FTFT A4 b, AT 5, £/ a—
RF A4 FE2HESE LT, FAPIlOa — NICB R AT 4 N2 72 HE L., #97
ENTWVAEAMBILHRTESISNTWVWAEAT AV N E T ERICEFTENLIGHAICHRTESN

TWL X T LEDEB Y — X0 EHx % APL & % 74y TZ) taint-based
control transfer interception R+ 5, T b O FHEL EEL THELELZ Y
A7 5 ToH D API Chaser #Ff/HHL TA v ¥ —F vy P DOHNELEZREO~Y LY
=T AL, BEFHELE VAT LAOREIMEZ KT,

B b W TIE., BMITICRBIT 5 APL OA4RIMIEZ T A4 N Z 7 64T 5 Fik
T & % taint-based API name resolution ## 2 L3+ 5, ZHNIET A4 > & 7T “ X
TV EOARAL MR HLIFFEDOAPIO 2 — FTHD” Lo fF@afit, 819
AR EHE ST S, BB KTEZEOAT VX TREKFICZOHELET A
YR Z T OFHS —FICIRAEL, TOFHRICE ST APIOARI R Z1T 5, 2
NIZXY API O HIR 2 ET 2 FIHEICKELXIT 2 2 & 7% < API © 4 Al fif
WBITZ DT EE2RT,

FOeETIH,. AMMEONFEZET LY, 1lECHEMMLE-MEZMR TS LA
A, FRTACINEN A a - FOEFTEZRZADIEZEDICHHAT L2V TT AT
TEZOIEHIZED, EREIRNTIER LA Do TBATEEEEE R LD
=7 I EMICHATTREICLIEZEZ E 2 EEL, AR EE LD D,

No. 3



No.

BEmEXZE #Ht (I%) ZPUBRF REES

K 4IRS Y H

(20194E 2 A 3 H HAE)

fH A B A IR - FATHEGES . I - BATHEAR HAE (HEHEET)

O3 Yuhei Kawakoya, Eitaro Shioji, Makoto Iwamura, Jun Miyoshi, “API Chaser:
Taint—-Assisted Sandbox for Evasive Malware Analysis” , Journal of Information
Processing (JIP) (in printing).

O 3L Yuhei Kawakoya, Makoto Iwamura, Jun Miyoshi, “Taint-assisted IAT Reconstruction
against Position Obfuscation” (Recommended Paper), Journal of Information
Processing (JIP), vol.26, pp.813-824, December 2018 (Recommended Paper, JIP
Specially Selected Paper).

Of@ 3L Yuhei Kawakoya, Eitaro Shioji, Yuto Otsuki, Makoto Iwamura, Jun Miyoshi, “Stealth
Loader: Trace—free Program Loading for Analysis Evasion”, Journal of Information
Processing (JIP), vol.26, pp.673-686, September 2018.

O X Yuhei Kawakoya, Makoto Iwamura, Takeo Hariu, “Tracing Malicious Code with Taint

H
B
i

|

IR

Propagation” , Journal of Information Processing Society of Japan (IPSJ]), vol.54
no. 8, pp.2079-2089, August 2013 (in Japanese) (Recommended Paper, IPS] Specially
Selected Paper, IPSJ Yamashita SIG Research Award).

Yuhei Kawakoya, Eitaro Shioji, Yuto Otsuki, Makoto Iwamura, Takeshi Yada, “Stealth
Loader: Trace—free Program Loading for API Obfuscation” , Proceedings of 20th

International Symposium on Research in Attacks, Intrusions and Defenses (RAID),
pp. 217-237, September 2017.

Yuhei Kawakoya, Makoto Iwamura, Eitaro Shioji, Takeo Hariu, “API Chaser:
Anti-analysis Resistant Malware Analyzer” , Proceedings of 16th International
Symposium on Research in Attacks, Intrusions and Defenses (RAID), vol. 8145,
pp. 123-143, October 2013.

Yuhei Kawakoya, Makoto Iwamura, Mitsutaka Itoh, “Memory behavior—-based automatic
malware unpacking in stealth debugging environment” , Proceedings of 5th IEEE
International Conference on Malicious and Unwanted Software (MALWARE), October
2010.

Yuhei Kawakoya, Yoichi Muraoka, “Proposal and Implementation of Router—Based
Traceback Technique” , Proceedings of the International Conference on Security and
Management (SAM), June 2004.




No.

EmEXZE #Ht (I%) ZPURF REEES

el

A FE - FATHHRGES | FEFR « FATHEHA wHAHE (REEEET)

FATFRRE

FATFRRE

FATFRRE

AL

AL

GRL

AL

AL

G RL

R

R

Yuhei Kawakoya, “Analysis Evasion. Introduction of Self-Made Packer” , TPA
SecurityCamp 2018, August 2018 (in Japanese).

Yuhei Kawakoya, “Unpacking Introduction” , anti Malware engineering WorkShop 2011
(MWS2011), October 2011 (in Japanese).

Yuhei Kawakoya, “The Secrets of the Development of Stealth Debugger” , RSA
Conference Japan 2010, September 2010 (in Japanese).

Yuhei Kawakoya, Makoto Iwamura, Jun Miyoshi, Tatsuya Mori, “IOC Conversion with
Symbolic Execution” , Proceedings of the Computer Security Symposium 2018
(CSS2018), vol. 2018, no.2, pp.762-769, October 2018 (in Japanese).

Yuhei Kawakoya, Makoto Iwamura, Jun Miyoshi, “Taint-assisted Forensics for IAT
Reconstruction” , Proceedings of the Computer Security Symposium 2017 (CSS2017),
vol. 2017, no.2, October 2017 (in Japanese) (CSS Excellent Paper Award).

Yuhei Kawakoya, Eitaro Shioji, Makoto Iwamura, Takeo Hariu, “Identifying the
Contents of Malware Communication Using Data Dependency Between API Calls” ,
Proceedings of the Computer Security Symposium 2013 (CSS2013), vol.2013, no.4,
pp. 745-752, October 2013 (in Japanese)

Yuhei Kawakoya, Eitaro Shioji, Makoto Iwamura, Takeo Hariu, “Tracing malicious
code with Taint Propagation” , Proceedings of the Computer Security Symposium 2012
(CSS2012), vol. 2012, no. 3, pp. 1-8, October 2012 (in Japanese) (MWS Best Paper Award)

Yuhei Kawakoya, Makoto Iwamura, Takeo Hariu, “Identifying the Code to be Analyzed
with Taint Tags” , IEICE Technical Report, vol.112, no. 128, pp.77-82, July 2012
(in Japanese).

Yuhei Kawakoya, Makoto Iwamura, Takeo Hariu, “Dynamic Packer Identification Based
on Instruction Trace” , Proceedings of the Computer Security Symposium 2011
(CSS2011), vol. 2018, no.3, pp. 18-23, October 2011 (in Japanese).

Yuhei Kawakoya, Makoto Iwamura, Mitsutaka Itoh, “Dense Ship: Virtual Machine
Monitor Specialized for Server—Type Honeypot” , IEICE Technical Report, vol. 111,
no. 81, pp.63-68, June 2011 (in Japanese)

Yuhei Kawakoya, Makoto Iwamura, Mitsutaka Itoh, “Automatic OEP Finding Method for
Malware Unpacking” , IEICE Technical Report, vol.110, no.79, pp.13-18, June 2010

(in Japanese).




EmEXZE #Ht (I%)

No.

FALHRE HIREEE

i A A I RATHIGES . T - FATHEA HAE (FEEET)

EE a5 4 (B5eR) , “U A N—kxa VT 47 m s 7 I 7 —Python THEEN T
—DEEB” AT AV — - Ty, 2015410 A

FE | NEATA BRI Netasplolt— Kk L—s 3 27 % bC L IR
i, AT7AV—- Py, 201245 A

& IR 4%, “TFHIAUT « N 2T ——7 U = — L% flio o B 55
T4V — - TxR, 2010412 A

Z Ot (B | Mitsuaki Akiyama, Kazufumi Aoki, Yuhei Kawakoya, Makoto Iwamura,  Mitsutaka Itoh,

30) “Design and Implementation of High Interaction Client Honeypot for
Drive-by—download Attacks” , TEICE Transactions on Communication, vol.E93-B no.5
pp. 1131-1139, May 2010

Z Dt (B | Kazufumi Aoki, Yuhei Kawakoya, Mitsuaki Akiyama, Makoto Iwamura, Mitsutaka Itoh,

30) “Investigation and Understanding Active/Passive Attacks” , Journal of Information
Processing Society of Japan (IPSJ) vol.50, no.9, pp.2147-2162, September 2009 (in
Japanese).

Z Ot (F | Yuto Otsuki, Yuhei Kawakoya, Makoto Iwamura, Jun Miyoshi, Kazuhiko Ohkubo,

=) “Building stack traces from memory dump of Windows x64” , Proceedings of the
Digital Forensic Research Workshop EU 2018 (DFRWS EU) vol. 24, pp.S101-S110, March
2017

Z Ot (F | Eitaro Shioji, Yuhei Kawakoya, Makoto Iwamura, Takeo Hariu, “Code Shredding:

PR Byte—Granular Randomization of Program Layout for Detecting Code—Reuse Attacks”
Proceedings of 28th Annual Computer Security Applications Conference (ACSAC), pp.
309-318, December 2012.

Z Ot (F | Mitsuaki Akiyama, Yuhei Kawakoya, Takeo Hariu, “Scalable and

PR Performance-Efficient Client Honeypot on High Interaction System” , Proceedings
of 2012 IEEE/IPSJ 12th International Symposium on Applications and the Internet
(SAINT), pp.40-50, July 2012.

ZDfth (3% | Eitaro Shioji, Yuhei Kawakoya, Makoto Iwamura, Takeo Hariu, “Detecting Invalid

%) Control Flow with Pseudo—Dispersion of Program Code” , IEICE Technical Report,

vol. 112, no. 128, pp. 103-108, July 2012 (in Japanese) (ICSS Research Award).

Zofth FERSSEEIE L B IR (FEF 44, 1) REEF 25 . KRR 4 1




