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Abstract	

The	 Internet	 is	 extending	 to	 the	 physical	 world,	 forming	 the	 premises	 of	 the	

Internet	of	Things	(IoT).	IoT	environment	has	some	characteristics	like	IoT	service’s	

potential	 huge	 number,	 the	 heterogeneity	 of	 the	 objects	 that	 host	 them,	 their	

distribution	and	their	mobility	which	results	in	objects	roaming	from	one	smart	space	

to	another.	So,	how	does	a	user	search	and	select	IoT	services	suiting	his	requirements	

in	such	an	environment?	All	contribute	to	making	the	search	of	relevant	IoT	services	

for	a	given	situation	challenging.	 	

In	 the	 process	 of	 service	 search,	 we	 consider	 the	 dynamic	 nature	 of	 the	 IoT	

environment	and	also	believe	that	since	the	differences	of	the	context	of	each	user,	

each	 user	 has	 different	 requirements	 for	 services.	 To	 address	 these	 issues,	 we	

examine	 two	major	 research	 problems,	 how	 to	 design	 the	 architecture	 of	 service	

management	 system	 to	manage	 the	 IoT	services	and	how	 to	use	 service	 similarity	

information	for	searching	the	services.	In	this	paper,	we	present	a	user	centric	social	

service	network	(USSN)	system	for	service	management	and	search.	 	
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Chapter	1	

Introduction	

1.1	IoT	Service	  

The	Internet	of	Things	(IoT)	based	on	SOA	(service-oriented	architecture),	and	it	is	

a	sophisticated	platform	that	interconnect	trillions	of	geographical	distributed	small	

physical	objects	or	things	[1].	The	functionality	of	the	smart	physical	objects	can	be	

abstracted	as	a	software	service	and	we	define	this	service	as	IoT	service.	And	an	IoT	

application	can	be	built	by	combining	the	IoT	services	which	are	provided	by	smart	

devices.	

1.2	Service	matching	and	matching	elements	

Each	 user	 has	 different	 requirements	 for	 the	 service,	 and	 the	 service	 elements	

considered	 are	 also	 different.	 In	 order	 to	 search	 a	 service	 that	 meets	 user	

requirements,	we	 need	 to	 perform	 a	matching	 calculation	 of	 query	 and	 service	 in	

service	search	process.	If	a	service	meets	the	user's	requirements	for	these	elements,	

we	can	judge	that	the	service	is	the	service	requested	by	the	user	and	return	it	to	the	

user.	 	

Service	matching	is	an	important	part	of	service	search,	which	mainly	involves	two	

aspects:	matching	elements	and	matching	strategies. Next,	we	will	briefly	introduce	

the	matching	elements	in	the	current	service	search	approach.	

In	IoT,	a	user	needs	to	select	desirable	high-quality	IoT	services	that	satisfy	both	

user’s	functional	and	non-functional	requirements.	In	this	section,	we	introduce	the	

service	 elements	 about	 functional	 and	 non-functional	 requirements.	 Each	 object	

provides	its	functionality	through	standard	services	that	can	be	directly	accessed	on	

the	Web.	Service’s	 functionality	 is	a	 set	of	 functional	properties	 that	 represent	 the	

description	of	the	service	tasks	in	terms	of	operation	signatures.	Functional	property	

is	the	functional	semantics	of	a	service	that	describes	what	a	service	actually	does.	

such	as	operation	names,	service	description,	and	input/output	schema.	 	

QoS	refers	 to	 the	quality	of	a	service,	 it	can	respond	to	a	query,	perform	related	

tasks	 with	 a	 certain	 quality	 of	 service,	 and	 provide	 quality	 of	 service	 to	 meet	
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expectations.	the	most	commonly	used	non-functional	attribute	parameters	include	

cost,	response	time,	availability,	and	reliability	[9]. Cost	represents	the	cost	that	the	

consumer	must	pay	to	invoke	the	service.	Response	time	represents	total	time	about	

execution	 time	 of	 the	 service	 and	 the	 communication	 time	 between	 the	 service	

consumer	and	the	service	providers.	Service	availability	is	defined	as	T/t,	where t	is	

a	time	interval	and	T is	the	execution	time	of	a	service	in	the	time	interval.	Service	

reliability	is	defined	as	N/n,	where	N	is	the	number	of	successful	services	executions.	

n	is	the	total	number	of	invoked	services.	

In	 IoT,	 we	 also	 need	 to	 consider	 a	 non-functional	 element	 and	 that	 is	 Context.	

Context	is	defined	in	a	variety	of	ways	in	the	literature	[10,11].	Here	we	use	one	of	the	

most	 referenced	 definitions	 for	 context:	 “any	 information	 that	 can	 be	 used	 to	

characterize	the	situation	of	an	entity,”	where	entity	is	defined	as	“a	person,	place,	or	

object	that	is	considered	relevant	to	the	interaction	between	a	user	and	an	application,	

including	the	user	and	the	application	themselves”	[12].	 	

	 1.3	IoT	Service	Management	and	Search	

There	are	new	challenges	of	revisiting	and	extending	existing	techniques	of	service-

oriented	computing	to	be	more	scalable	and	efficient	for	dynamic	IoT	environments	

[22],	such	as	service	search	and	selection.	And	we	need	an	IoT	service	management	

system	 model	 for	 efficient	 service	 search.	 Most	 existing	 computing	 models	 are	

centralized	and	 fail	 to	 scale	with	 respect	 to	 the	number	of	 advertised	 services	 [3].	

Therefore,	recent	studies	have	suggested	distributed	computing	models	based	on	the	

Mobile	Ad-hoc	Network	(MANET)	[27]	to	address	the	scalability	issue	[29].	 	

Then,	a	distributed	IoT	service	management	system,	as	can	be	seen	in	Fig.1.	In	this	

framework,	a	task	is	a	description	of	a	user’s	requirement,	which	entails	the	services	

required	to	provide	necessary	functionalities.	A	service	defines	a	set	of	functionalities	

that	 are	 necessary	 to	 support	 an	 activity	 for	 a	 user	 task.	 And	 within	 IoT	 service	

management	 system	a	 service	 that	 exist	 at	 the	physical	Layer	and	a	 service	 in	 the	

management	system	are	considered	as	one-to-one	mapping.	 	



Waseda	University	 	
2019	Master’s	Theshis	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 Fukazawa	Lab.	

 3 

 

Fig.1Distributed	IoT	Service	Management	System	

	

But	 in	 the	 process	 of	 service	management	 and	 search,	we	 need	 to	 consider	 the	

characteristics	of	the	IoT	environment.	Firstly,	the	dynamics	of	the	IoT	environment	

are	reflected	in	users	and	services.	Secondly,	Differences	in	each	user	context	in	the	

IoT	environment.	Users	in	different	contexts	have	different	requirements	for	services.	

Based	on	the	above	characteristics,	we	need	to	consider	what	structure	to	use	to	

manage	services	to	facilitate	service	search.	In	the	earlier	works,	the	service	search	

issue	in	IoT	was	addressed	through	the	use	of	semantic	knowledge	to	find	similarities	

among	the	services	[5],	[6],	social	networks	[7],	[8]	etc.	In	paper[7],	it	prove	if	service	

network	tend	to	bring	similar	users	together	as	neighbors，the	homophily	is	effective	

in	 facilitating	 service	 search	 with	 shorter	 paths.	 Hence,	 we	 decided	 to	 apply	 the	

concept	 of	 social	 network	 to	user	 centric	 service	management	 system	 to	 establish	

social	relationships	between	services.	 	

The	rest	of	the	paper	is	organized	as	follows.	In	the	chapter	2	and	3,	we	provide	a	

review	of	problem	analysis	and	definition	and	related	works.	Chapter	4	presents	the	

proposed	user	centric	service	management	system	model	for	the	service	search.	In	

chapter	5,	we	provide	an	experimental	 evaluation	about	 the	proposed	 system	and	

search	approach.	Finally,	concluding	remarks	are	given	in	chapter	6.	
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Chapter	2	

Problem	Analysis	and	Definition	

2.1	Characteristics	of	the	IoT	environment	

In	 the	 process	 of	 service	 management	 and	 search,	 we	 need	 to	 consider	 the	

characteristics	of	the	IoT	environment.	 	

Firstly,	 the	dynamics	of	 the	 IoT	environment	are	reflected	 in	users	and	services.	

And	 because	 the	 IoT	 services	 run	 directly	 on	 resource	 constrained	 smart	 objects.	

Services’	QoS	values	are	dynamic	and	may	change	significantly	during	use,	since	smart	

objects	can	join,	leave,	fail,	or	new	services	with	better	quality	can	appear.	In	order	to	

effectively	 search	 for	 services,	 the	 service	 management	 system	 must	 reflect	 the	

changes	of	services	each	time	with	the	user	environment	changes.	In	other	word,	user	

needs	to	manage	services	in	real	time	and	need	to	quickly	add	the	service	or	quickly	

search	the	service	to	delete	it	in	the	management	system.	 	

Secondly,	different	from	traditional	web	services,	users’	requirements	and	service	

performance	are	affected	by	their	context.	Each	user	is	in	a	different	context	and	has	

different	requirements	for	the	service.	For	example,	The	user	is	in	a	high-speed	mobile	

state	 and	prefers	 a	 service	with	 short	 response	 time,	 high	 throughput,	 or	 in	 same	

geographical	environment.	When	the	user	is	busy,	he	wants	to	choose	a	service	that	

can	be	used	for	a	long	time	and	does	not	want	to	switch	services	every	time.	So,	he	

prefers	a	service	with	a	large	amount	of	device	battery	and	a	stable	one.	Differences	

in	each	user	context	in	the	IoT	environment.	Hence,	if	a	large	number	of	services	are	
managed	by	one	centralized	service	management	system.	For	each	user's	request,	
it	is	impossible	to	quickly	and	efficiently	search	for	services.	We	need	to	consider	
how	to	design	a	service	management	system	that	can	satisfy	each	user	with	a	different	

context.	

In	 addition	 to	 the	 above	 characteristics，due	 to	 the	 massive,	 highly	 resource-

constrained	natures	of	devices,	the	unreliability	of	wireless	network	in	IoT,	services	

provided	by	devices	have	different	characteristics	with	traditional	Web	services,	and	

existing	 Web	 service	 search	 approaches	 can’t	 satisfy	 the	 requirements	 of	 service	

search	in	IoT.	 	
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2.2	Solution	of	Service	Search	in	IoT	

In	order	to	effectively	manage	and	search	IoT	services,	we	need	to	think	about	the	

following	points:	

2.2.1	Classification	and	Clustering	

To	 overcome	 scalability	 issues,	 some	 researches	 use	 classification	 and	
clustering	 approaches	 to	manage	 services,	 this	 approach	needs	 to	be	based	on	
certain	 user-customized	 criteria.	 If	 a	 user	 has	 multiple	 criteria,	 it	 needs	 to	
construct	multiple	system	models,	as	shown	in	Fig.2.	

	

Fig.2	Manage	Services	by	Classification	and	Clustering	approaches	

Here，we	need	to	consider	how	to	satisfy	multiple	service	elements	and	reduce	
search	space	through	a	management	system.	

2.2.2	Social	Network	

In	 addition,	 in	 many	 social	 network-based	 approaches	 [7][17][31],	 it	 has	 been	

verified	 that	 the	user	or	object’s	social	relationship	or	social	profile	can	effectively	

search	for	services.	Social	network	consists	of	a	set	of	participants	and	the	pairwise	

relationships	between	them.	And	the	social	relationships	considered	can	be	diverse,	

such	as	common	hobbies,	 the	same	school	or	company,	and	so	on.	From	the	social	

network	 generated	 it	 is	 possible	 to	manage	 the	 scalability	 and	 navigability	 of	 the	

network,	allowing	efficient	search	of	services	and	objects.	In	order	for	each	user	to	

easily	find	the	service	they	want;	the	established	relationship	can	be	established	by	

its	owners.	Accordingly,	in	the	service	management	process,	we	can	consider	whether	

a	 user	 can	 create	 so-called	 "social	 relationships"	 based	 on	 similar	 relationships	

between	services,	and	effectively	search	services	based	on	these	“relationships”.	  
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Fig.3	Manage	Services	Using	the	Social	Network	

	

Based	on	the	above	analysis,	we	propose	a	user	centric	service	management	system	

which	can	constructed	by	user.	As	shown	in	Fig.	3.	 In	this	system,	we	create	social	

links	between	services	based	on	the	similarity	between	services	elements.	Compared	

to	classification	and	clustering	approach	which	manage	multiple	target	system,	social	

network	can	 form	a	network	through	the	 links	between	services	and	services,	and	

only	need	to	manage	one	target	system.	 	
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Chapter	3	

Related	Work	

3.1	Service	Matching	

In	aspect	of	service	matching,	Bianchini	et	al.	[14]	consider	the	limited	resources	of	

mobile	 devices.	 So,	 they	 proposed	 a	 lightweight	 service	 search	 method	 that	 only	

matches	service	operation	names	and	outputs.	While	Zhang	et	al.	[15]	only	match	the	

service	 input	and	output	and	QoS.	Mokhtar	et	al.	 [16]	believe	 that	 the	 time	cost	of	

semantic	 reasoning	 is	 large,	 and	 it	 reduces	 the	 number	 of	 semantic	 matches	 by	

classifying	services.	 	

In	Chen’s	[17]	research,	they	consider	the	input	and	output	of	a	service	and	have	

arbitrary	data	type	to	calculate	the	service	functionality.	And	when	several	services	

have	similar	values	of	 functionality,	 their	QoS	properties	 such	as	price,	 availability,	

reliability	and	reputation	become	important	to	ensure	the	quality	of	the	services.	The	

specific	calculation	method	is	not	proposed,	and	the	numerical	value	is	simply	used	to	

express	the	QoS	of	the	service.	Sara	et	al.	[23]	proposed	a	new	context-based	solution	

based	on	QoS	exploiting	both	functional	and	non-functional	user’s	requirements	and	

providing	the	user	ability	to	control	and	proceed	the	search	of	web	services.	However,	

this	solution	needs	to	know	the	maximum	value	and	minimum	value	of	QoS	factors	in	

the	 entire	 services.	 Instead,	 Ahmed	 et	 al.	 [24]	 proposed	 a	 method	 of	 similarity	

calculation,	Proposed	measure	is	applicable	to	all	situations,	including	the	ones	where	

some	characteristics	are	unknown	or	ignored.	This	constitutes	a	generic	measure	with	

a	wide	range	of	utilizations.	

Liu	et	al.	[25]	believes	take	into	consideration	the	context	of	customers	is	believed	

to	produce	better	recommendations	and	proposed	a	novel	context	similarity	metric	

to	guide	the	aggregation	process	and	show	how	it	can	be	extended	across	multiple	

context	dimensions.	From	above	related	work	of	service	matching,	we	can	know	when	

designing	 an	 IoT	 service	 search	 algorithm,	 we	 should	 choose	 different	 matching	

strategies	and	matching	elements	according	to	different	user	scenarios.	
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3.2	Service	Search	

We	will	briefly	review	prior	work	related	to	service	search.	

Service	 search	 phase	 identifies	 services	 with	 similar	 functionality.	 The	 service	

search	method	 based	 on	 UDDI	 (universal	 description	 search	 and	 integration)	 is	 a	

typical	 service	 search	method	 using	 a	 centralized	 architecture.	 Fig.	 4	 illustrates	 a	

centralized	architecture	of	Web	service	search.	While	this	is	acceptable	when	dealing	

with	a	small	set	of	described	entities,	it	is	inefficient	to	use	a	centralized	approach	to	

semantically	process,	store	and	search	amongst	thousands	of	IoT	service	descriptions	

[3].	 	

Distributed	architecture,	namely	peer-to-peer	 (P2P)	architecture,	 is	mainly	used	

for	 service	 search	 in	mobile	network	environments.	 Fig.	 5	 illustrates	 a	distributed	

architecture	 of	Web	 service	 search.	 	 Moreover,	 each	 peer	 can	 be	 either	 a	 service	

provider,	a	service	requester,	or	both.	

 
Fig.4	The	centralized	architecture	of	service	search	[32]	

 

Fig.5	The	distributed	architecture	of	service	search	[32]	
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3.2.1	Service	Search	Using	the	Clustering	

To	overcome	scalability	issues,	some	research	works	propose	to	classify,	cluster,	or	

filter	services	based	on	certain	criteria	in	advance	to	reduce	the	search	space.	Zhang	

et	al.	[13]	believes	that	context-based	search	mechanism	can	be	used	to	reduce	search	

space,	 thereby	 reducing	 search	 response	 time	 and	 saving	 energy	 on	 resource-

constrained	devices.	Sameh	Ben	et	al.	[3]	proposed	search	system	embeds	clustering	

and	 information	 aggregation	 mechanisms	 based	 on	 a	 criterion	 that	 they	 defined.	

Sameh	Ben	et	al.	[26]	also	presented	Statistical	clustering	(e.g.,	K-means,	Hierarchical	

clustering)	 has	 been	 investigated	 in	 clustering	 Web	 services	 based	 on	 similarity	

metrics.	But	they	do	not	adapt	well	to	dynamic	contexts.	 	

From	 above	 related	 work	 about	 clustering,	 we	 can	 know	 that	 use	 clustering	

approach	to	manage	similar	services	in	a	collection,	reduce	the	matching	cost.	But,	if	

the	user's	context	changes,	the	criteria	for	clustering	need	to	be	redefined.	But	from	

the	above	research,	we	can	know	that	managing	similar	services	in	a	set	can	reduce	

the	search	space	and	also	can	reduces	service	search	time.	 	

3.2.2	Service	Search	Using	the	Social	Network	

Other	 research	suggests	using	social	 relationships	 for	efficient	 service	 search.	 In	

Chen’s	[17]	research,	they	construct	a	global	social	service	network	for	better	quality	

of	web	service	 search,	and	 they	 indicate	 isolated	service	 islands	mean	 that	 service	

search	is	confronted	with	some	issues.	but	their	research	is	about	Web	service,	the	

considerations	for	constructing	a	global	social	service	network	are	not	applicable	to	

the	IoT	environment.	As	for	an	IoT	service,	various	requirements	besides	quality	have	

to	be	considered,	such	as	the	correlation	between	two	services	and	the	location	of	the	

services.	Besides,	 it	 is	not	quite	appropriate	to	use	quality	only	to	 judge	whether	a	

service	is	satisfactory	or	not.	Iury	et	al.	[18]	proposed	a	solution	for	service	search	in	

a	Social	IoT	network.	This	solution	uses	the	relationships	between	objects	to	improve	

the	search	scalability	and	considers	their	social	profiles	to	meet	the	requisitions	in	a	

more	satisfactorily	way.	Guo	et	al.	[19]	proposed	a	distributed	approach	for	IoT	device	

management	and	service	composition	from	a	social	network	point	of	view.	According	

to	the	relationships	between	IoT	devices,	social	network	theory	is	applied	to	model	

IoT	 services	 in	 different	 dimensions.	 And	 they	 classified	 IoT	 services	 into	 three	

dimensions	which	are	location,	type	and	correlation	and	manage	them.	In	Michele’s	
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[20]	research,	a	Social	IoT-based	object	search	mechanism	is	proposed.	The	novelty	

of	this	algorithm	is	that	the	next	hop	to	query	is	chosen	based	on	two	properties:	one	

that	is	intrinsic	to	the	network	and	is	based	on	object	friendships,	and	an	external	one	

that	takes	into	account	the	similarity	between	the	object	and	the	query.	From	above	

research	works,	we	also	can	realize	the	Social	IoT	paradigm,	where	objects	establish	

social-like	 relationships,	 has	 become	 popular	 as	 it	 presents	 several	 interesting	

features	to	improve	network	navigability	and	implement	efficient	search	methods.	
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Chapter	4	

User	centric	Service	
Management	System	in	the	
IoT 

4.1	Proposed	System	Model	(Social	Service	Network)	

The	proposed	service	management	system	is	a	user-centric	social	service	network	

(USSN).	In	IoT	environment,	the	functionality	of	the	smart	devices	can	be	abstracted	

as	a	software	service	[4]. We	treat	these	services	as	virtual	services	and	manage	them	

with	a	social	network	structure.	As	shown	in	Fig.6,	in	the	service	search	process,	when	

a	user	requests	a	service,	we	need	to	search	for	the	service	in	the	service	storage	and	

return	 it	 to	 the	 user.	 In	 the	 service	management	 process,	when	 the	 sensor	 senses	

changes	 in	 the	 service	 (such	 as	 joining,	 leaving),	we	need	 to	 search	 in	 the	 service	

storage	based	on	the	service	information	and	update	the	service	information.	 	

	
Fig.6	IoT	service	management	system	Architecture	

Fig.7	depicts	the	scenario	of	using	USSN	system	model,	each	user	establishes	his	

own	 social	 network	 to	 manage	 these	 services.	 Because	 the	 user's	 context	 and	

requirements	are	different,	the	social	network	established	by	each	user	is	different.	

Social	network	updates	frequency	and	the	connection	properties	between	nodes	and	

nodes	are	different.	

Definition1	(User	centric	social	service	network)	 	
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USSN	 system	 structure	 is	 an	 undirected	 graph	 G	 =	 <V,	 E>	 on	 the	 IoT.	 To	 avoid	

confusion,	 within	 this	 paper	 a	 service	 and	 a	 node	 are	 considered	 as	 one-to-one	

mapping;	therefore,	the	terms	‘‘service’’	and	‘‘node’’	are	totally	interchangeable.	  

where:	

•	 V	represents	a	set	of	services;	and	

•	 E	represents	a	set	of	undirected	edges,	with	each	edge	corresponding	to	social	

link	

	
Fig.7	Scenario	of	Using	Service	Management	System	 	

	
Definition2	(Service	Elements)	

• Node:	V	=	{𝑣",		𝑣%,𝑣&,…𝑣(	},	 𝑛	 represents	the	number	of	nodes	in	social	service	

network	 	
• Edge:	E	=	{𝑒(",%),	 𝑒(",&),	𝑒(%,"),…𝑒(-,.)},	 𝑖, 𝑗	 represents	the	id	of	the	service.	

• Service	elements:	R	=	{𝑟",𝑟%,𝑟&, … 𝑟2},	Users	use	service	elements	to	search	and	

select	 the	 service.	 So,	 these	 elements	 are	 decided	by	 a	 user.	 For	 instance,	

Functionality,	QoS,	Context	

4.1.1	Social	Link	

To	connect	services	into	a	social	service	network,	social	links	are	formed	between	

isolated	services.	Because	our	social	link	is	based	on	the	similarity	of	service	elements,	

in	order	to	get	the	similarity	value,	we	need	to	perform	service	matching.	Here	we	

define	the	type	of	social	link	that	represents	the	similarity	between	services.	

Definition3	(Service	Similarity	and	Type	of	Social	Link)	
• Similarity	 of	 service	 element:	 𝑆𝑖𝑚56(𝑣-	, 𝑣.) 	 represents	 the	 similarity	 of	
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service	elements	 𝑟2	between	 𝑣-	and	 𝑣. .	The	higher	the	similarity	value,	the	

more	 similar	 the	 two	 services	 are.	When	 compare	 the	 same	 services,	 the	

similarity	 will	 be	 1.	 In	 order	 to	 get	 the	 type	 of	 social	 link	 between	 two	

services,	we	need	to	perform	service	matching	on	the	service	elements. If	the	

value	of	the	similarity	of	a	certain	service	element	meets	the	user's	threshold,	

we	will	define	this	element	as	the	type	of	social	link	between	two	services.	 	
• Every	edge	stores	the	type	of	social	link:	 𝑒(-,.)=	{𝑟",	 𝑟%,…}.	 	

• A	node	can	have	multiple	edges,	indicating	different	relationships	with	the	

neighbor	nodes.	 	

• When	we	calculate	the	similarity	between	two	nodes,	and	the	similarity	of	

each	element	of	the	service	satisfies	the	user	defined	threshold	th,	we	call	the	

two	nodes	are	fully	connected.	 	

To	facilitate	understanding	we	take	the	social	service	network	shown	in	Fig.	8	

as	an	example:	when	a	user	considers	the	service	elements	R	=	{𝑟",𝑟%,𝑟&},if	a	user	
defined	 threshold	 is	 th,	 and	 𝑆𝑖𝑚57(𝑣"	, 𝑣8) >	 th	 and	 𝑆𝑖𝑚59(𝑣"	, 𝑣8) >	 th,	

𝑆𝑖𝑚5:(𝑣"	, 𝑣8)<	th	,	we	define	the	type	of	social	link	between	 𝑣"and	𝑣8	 is	{𝑟", 𝑟%}.	

Accordingly,	node		𝑣"	is	connected	to		𝑣8	with	edge	 𝑒(",8),and	 𝑒(",8)=	{𝑟",𝑟%}.	And	

node	 		𝑣"	 	 has	multiple	 edges,	node		𝑣"	is	 connected	 to		𝑣%	with	edge	 𝑒(",%),and	

𝑒(",%)=	{𝑟",𝑟%, 𝑟&},and	 is	connected	 to		𝑣&	with	edge	 𝑒(",&),and	 𝑒(",&)=	{𝑟",𝑟%,𝑟&}.We	

also	 can	 know 		𝑣"	𝑎𝑛𝑑		𝑣%	 , 		𝑣"	𝑎𝑛𝑑		𝑣&		 , 		𝑣"	𝑎𝑛𝑑		𝑣?		are	 fully	 connected	 in	 this	

social	service	network.	Instead,		𝑣"	𝑎𝑛𝑑		𝑣@		,			𝑣"	𝑎𝑛𝑑		𝑣8	are	non-fully	connected	

in	this	social	service	network.	

	
Fig.8	An	example	search	service	in	USSN.	
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4.1.2	Community	

In	section	2.2.1,	we	analyze	that	manage	services	by	classification,	which	is	helpful	

for	service	search.	In	other	words,	we	need	to	consider	building	a	service	group	in	the	

social	network,	and	the	services	of	this	service	group	can	be	replaced	with	each	other	

with	a	high	probability.	We	analyze	advantage	to	construct	a	community	with	similar	

services：	

• The	 services	 in	 the	 community	 can	 be	 replaced	 by	 each	 other	 with	 high	

probability.	If	we	find	a	similar	service,	we	can	quickly	get	a	series	of	services	

similar	to	this	service	from	same	community.	So,	when	the	service	needs	to	be	

replaced,	service	candidates	can	be	quickly	found.	

• The	number	of	comparisons	in	a	community	is	 limited.	A	Community	can	be	

virtualized	into	a	large	object	for	comparison.	If	you	do	not	find	the	service	after	

comparing	it	several	times,	then	come	out	of	this	community	and	select	a	new	

community	(or	lead	to	a	new	community	in	the	process	of	comparison).	It	can	

reduce	the	number	of	comparisons.	

Definition4	(Community)	

So,	 in	 social	 service	 network,	 the	 collection	 formed	 by	 the	 fully	 connected	

services	we	call	the	community.	In	Fig.8,		𝑣"	, 		𝑣%	,		𝑣&	, 	𝑣?	consist	a	community	and	

	𝑣@	,		𝑣A	, 	𝑣"B	consist	a	community.	

4.2	Construction	of	Social	Service	Network	

4.2.1	Find	Service	using	Social	Link	

To	 add	 services	 as	 linked	 service	 in	 social	 service	 network,	 it	 is	 important	 find	

service	to	link	together	based	on	type	of	social	link.	we	developed	the	service	search	

algorithm	to	find	similar	services	using	type	of	social	link	as	defined	above.	 	

In	 this	 process,	 we	 should	 reduce	 the	 overhead	 in	 the	 search	 process	 by	

determining	search	direction	and	reducing	the	number	of	visited	services.	Therefore，

we	use	the	community	to	reduce	the	number	of	comparisons.	We	show	the	specific	

search	 process	 as	 Algorithm1.	 In	 this	 paper, we	 consider	 three	 typical	 service	

elements,	 which	 are	 functionality,	 QoS,	 and	 Context.	 So,	 we	 define	 R	 =	 {fun,	 qos,	

context}	and	the	leader	service	represents	the	first	service	generated	in	a	community.	

The	idea	of	the	Algorithm1	is	searching	a	service	based	on	type	of	social	link.	When	
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we	select	a	service	that	exists	in	the	USSN	to	perform	service	matching	between	two	

services,	if	there	is	no	element	meets	the	threshold	required	by	the	user,	we	can	judge	

that	we	don’t	need	to	compare	with	other	services	which	connected	to	this	service	in	

the	same	community.	And	when	there	are	elements	meets	the	threshold	and	get	the	

type	of	social	link	between	two	services,	we	can	select	the	next	service	to	compare	

based	on	this	type	of	social	link	and	finally	find	a	service	that	can	be	fully	connected. 

For	easy	understanding,	we	give	an	example	in	Fig.	8.	when	we	add	a	node	in	USSN,	

we	send	a	query	to	find	a	node	which	can	be	fully	connected.	We	assume	compare	this	
node	compare	with	 		𝑣"	firstly,	and	similarity	result(type	of	social	link)	is	{𝑟",𝑟%}.Based	

on	this	result	select	the	 	𝑣%	,		𝑣&	, 	𝑣?	, 	𝑣8		 to	compare	in	next	step.	

	

Algorithm	1:	Search	the	similar	service	 	

Input:	G<V,	E>,	threshold	th;	 	

Output:	id	of	service	which	can	fully	connected	

Variables:	service	queue	Sq;	service	has	Type	of	Social	Link	with	other	

services;	elements	value	of	each	services,	Target	service	 𝑆- ,	Resource	
service	 𝑆.;	

Randomly	select	the	leader	service	in	a	community	from	G<V,	E>	

and	put	this	node	in	Sq;	

While	(Sq	is	not	empty)	do	 	
	 	 𝑆.=	Sq.pop;	

	 	 	 	 	 	 	 	 Calculate	every	elements	similarity	
																		𝑆𝑖𝑚CD(, 𝑆𝑖𝑚EFG, 𝑆𝑖𝑚HF(IJKIbetween	 𝑆-	and	 𝑆. 	

	 	 	 	 	 	 	 	 If	(𝑆𝑖𝑚CD(L𝑆-	, 𝑆.M > 𝑡ℎ	 and	 𝑆𝑖𝑚EFGL𝑆-	, 𝑆.M > 𝑡ℎ	 and	

		 	 	 	 	 	 	 	 	 	 	 𝑆𝑖𝑚HF(IJKIL𝑆-	, 𝑆.M > 𝑡ℎ)	then	

	 	 	 	 	 	 	 	 	 	 	 return	id	of	 𝑆.;	

	 	 	 	 	 	 	 	 end	

else 	
  	 	 	 	 	 	 	 Select	services	that	are	connected	to	 𝑆. 	 with	the	same	type	

of	social	link	 𝑒(-,.)	 and	put	these	services	in	Sq;	

	 	 	 	 	 	 	 	 	 End	else	

end	
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4.2.2	Constructing	a	Social	Service	Network	

Considering	the	issues	discussed	above,	we	use	an	algorithm	to	build	our	network.	

We	introduce	the	parameters	used	in	the	construction	process	in	Table	1.	 	

	

parameters	 Function	

n	 The	 number	 of	 nodes	 added	 at	 every	 step	 of	 the	

algorithm	

p	 Number	of	nodes	that	can	be	fully	connected	to	a	node	

q	 Number	of	nodes	 that	 can	be	non-fully	 connected	 to	a	

node	

th	 Threshold	of	similarity	value	

Leader	node	 The	first	node	generated	in	a	community	

Target	node	 The	node	to	be	added	

Resource	node	 The	service	existing	in	the	USSN	

Table	1.	Parameters	and	their	function	

	

The	procedure	starts	with	empty	social	network	and	performs	one	of	the	following	

three	actions	at	every	step.	

1. New	target	nodes	are	added.	Target	node	iterate	through	all	the	leader	nodes	in	

the	 community	 for	 similarity	 comparison	 to	 find	 a	 node	 that	 can	 be	 fully	

connected.	The	first	target	node	joins	the	USSN	directly.	 	

2. Using	the	Algorithm1,	target	node	searches	the	fully	connected	resource	node	to	

connect.	We	need	to	note	that	each	node	can	only	connect	p	fully	connected	nodes	

to	avoid	connecting	too	many	nodes	at	one	node.	If	there	is	no	element	meets	the	

threshold,	this	target	node	constitutes	one	community	in	USSN.	If	found,	target	

node	is	fully	connected	to	this	resource	node.	 	

3. The	 target	 node	 also	 gets	 some	 type	 of	 social	 links	 with	 non-fully	 connected	

resource	 nodes	 when	 it	 finished	 step2.	 From	 previous	 calculation	 record,	 it	

selects	 𝑞 2S 	 	 non-fully	 connected	resource	nodes	with	high	similarity	value	of	

other	communities.	This	step	ensures	connectivity	between	communities	and	a	

target	node	with	multiple	type	of	social	 link	with	different	resource	nodes.	We	

also	need	to	note	that	each	node	can	only	connect	q	non-fully	connected	nodes	
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4.3	Service	Search	and	management	

We	describe	how	to	construct	a	USSN	in	4.2.2,	and	then	a	user	uses	this	USSN	to	

manage	services.	In	the	previous	research	[2],	we	proposed	an	approach	to	select	the	

best	service	based	on	feedback	from	service	candidates	in	real	time.	Therefore,	in	the	

process	of	service	search,	the	user	needs	to	find	a	certain	amount	of	services	to	be	

provided	for	selection	each	time.	The	service	search	process	is	showed	in	Fig.	9.	When	

a	user	sends	a	query	and	he	want	to	search	the	m	service	candidates	for	selecting.	we	

will	first	search	from	the	node	which	is	selected	randomly	to	find	fully	matched	nodes	

considering	service	elements	similarity.	 If	 the	service	 is	 fully	matched	with	service	

query,	 we	 put	 this	 node	 in	 service	 candidates	 set	 and	 increase	 (k)the	 number	 of	

service	candidates	in	the	set.	If	not,	the	query	needs	to	be	further	forwarded,	the	node	

will	 be	 based	 on	 the	 previous	 service	matching	 result	 (type	 of	 social	 link)	 to	 find	

associated	 nodes.	 And	 if	 user	 cannot	 find	 the	 next	 associated	 nodes,	 he	 needs	 to	

forward	query	to	a	new	leader	node	in	another	community.	Through	above	procedure,	

our	system	provides	the	m	service	candidates	which	all	satisfies	user’s	requirements.	

	

	

Fig.9	Service	search	process	flow	chart	
	

When	user	manages	the	services,	due	to	the	dynamic	nature	of	the	IoT	environment,	

new	services	will	need	to	be	added	to	the	USSN	and	services	will	need	to	be	deleted.	

The	process	of	adding	new	services	 is	discussed	 in	the	construction	of	 the	USSN，

When	the	service	leaves,	we	need	to	delete	the	service	from	the	USSN,	we	have	to	find	

a	specific	service	based	on	the	information	of	the	service	elements.	At	this	time,	we	

only	need	to	set	the	threshold	of	similarity	to	1	for	each	element.	
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Chapter	5	

Evaluation	

5.1	Simulation	Setting	

In	this	section	we	verify	our	user	centric	service	management	system	and	service	

search	 approach.	 To	 validate	 our	 proposed	 approach,	 we	 set	 up	 two	 research	

questions：	

RQ1:	Can	we	successfully	find	a	service	that	meets	user	requirements	for	multiple	

elements	every	time?	

RQ2:	Do	we	reduce	the	comparison	space	during	the	search	service?	
In	 this	 paper,	 we	 set	 that	 a	 user	 considers	 the	 following	 three	 elements	 of	 the	

service;	the	functionality,	QoS	and	context	of	the	service.	We	set	different	numbers	of	

services	and	randomly	give	values	 for	each	element	of	each	service.	The	similarity	

calculation	approach	can	apply	the	following	research	approaches	[17][23][24][25].	

Because	of	the	dynamic	nature	of	the	IoT	environment,	when	the	service	being	used	

by	 the	 user	 becomes	 unavailable	 or	 the	 user	 experience	 is	 degraded	 due	 to	 low	

performance,	 other	 high-quality	 services	 need	 to	 be	 selected	 to	 replace	 from	 the	

service	 candidates.	 A	 user	 needs	 to	make	 sure	 he	 can	 search	 a	 certain	 number	 of	

desired	services	each	time	among	a	large	number	of	services.	Then	a	user	selects	the	

best	quality	service	from	the	searched	services.	 	

A	user	needs	to	construct	a	USSN	in	advance	and	provide	a	threshold	for	similarity	

when	establishing	a	USSN,	and	a	threshold	for	similarity	when	searching	for	a	service,	

and	the	number	of	services	to	searched.	And	in	our	USSN,	all	fully	connected	services	

in	a	community	are	services	with	a	high	probability	of	similarity.	As	the	number	of	

services	connected	between	two	services	increases,	the	similarity	between	the	two	

services	is	likely	to	decrease.	In	order	that	the	similarity	between	any	two	services	in	

a	community	should	not	be	too	low,	we	set	the	threshold	when	constructing	the	USSN	

to	0.9.	

For	state-of-the-art	approaches,	we	compare	with	a	service	management	approach	

which	is	clustering	service	using	some	criteria.	There	are	many	clustering	approaches.	

Here,	we	 select	 to	 use	 the	 approach	 named	 k-means	 since	 it	 is	 the	most	 common	

clustering	 algorithm.	 When	 we	 use	 k-means	 approach	 we	 need	 to	 consider	 the	
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number	k	that	needs	to	be	classified.	After	service	clustering,	when	a	user	needs	to	

search	 the	 services,	 his	 query	 is	 compared	with	 the	 representative	 nodes	 in	 each	

service	group	and	return	all	the	services	in	the	most	similar	group.	In	the	experiment,	

k-means	cluster	services	based	on	3	elements	to	get	the	three	groups：Serviceset_F	

(functionality-based	clustering),	Serviceset_Q	(QoS-based	clustering)，	 Serviceset_C	

(context-based	 clustering)	 that	 are	 most	 similar	 to	 the	 user's	 requirements.	 The	

services	 in	each	group	meet	the	user's	threshold	requirements	for	this	element.	To	

meet	user	requirements	for	all	elements,	we	return	to	the	user	services	that	exist	in	

all	three	groups:	Serviceset_F∩Serviceset_Q	 ∩Serviceset_C.	

The	simulations	were	performed	on	a	macOS	10.14.3	machine	within	an	Intel	i5-

7500U	2.30	GHz	CPU,	8	GB	RAM,	and	Intel	Iris	Plus	Graphics	640	GPU.	

5.2	Result	and	analysis	

5.2.1	Service	Search	result	

	 We	first	verify	the	RQ1.	We	explain	the	simulation	parameters	and	their	default	

values	 in	 Table	 2.	We	 perform	 10	 experiments	 on	 one	 setting,	 and	 with	 different	

parameters	value	we	can	get	 the	different	 service	 search	 results.	 From	Table3	and	

Table	4	show	the	different	results	with	two	different	settings.	From	Table	3,	we	can	

know	our	proposed	approach	can	search	a	certain	number	of	services	 from	10000	

services	every	time.	In	contrast,	when	k	is	20,	k-means	approach	can	search	services	

based	 one	 element.	 But	 if	 a	 user	 wants	 to	 search	 services	 that	 meet	 user’s	

requirements	 for	 three	elements，the	user	can	only	search	single-digit	 services	or	

cannot	search	services.	From	Table	4,	we	can	know	if	k	is	100,	a	user	cannot	search	

services	that	meet	user’s	requirements	for	three	elements	each	time.	

Setting:	

Parameters	

	 	

Value	

	

Function	

n	 	 	 	 	 10000	 Number	of	services	

th1	 	 	 	 	 	 0.9	 Threshold	of	similarity	when	constructing	
USSN	

th2	 	 	 	 	 	 0.8	 Threshold	of	similarity	when	searching	
services	

m	 	 	 	 	 	 30	 Number	of	services	to	be	searched	(it	can	be	
decided	by	a	user)	

k	 	 	 	 	 20/100	 Number	of	clustered	sets	
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Table	2.	Simulation	parameters	and	their	default	values.	

	
Test	ID	 1	 2	 3	 4	 5	 6	 7	 8	 9	 10	

Number	of	

services	meet	a	

user	needs	

396	 676	 522	 637	 504	 668	 390	 359	 322	 270	

Proposed	

approach	
30	 30	 30	 30	 30	 30	 30	 30	 30	 30	

k-means	

approach	
1	 2	 0	 3	 0	 1	 1	 4	 1	 1	

Serviceset_F	 548	 396	 656	 396	 395	 491	 299	 667	 612	 447	

Serviceset_Q	 679	 412	 573	 618	 412	 412	 618	 573	 742	 746	

Serviceset_C	 459	 428	 453	 428	 453	 428	 680	 972	 428	 866	

Table	3.	Service	search	result	when	k	is	20	

	
Test	ID	 1	 2	 3	 4	 5	 6	 7	 8	 9	 10	

Number	of	

services	meet	a	

user	needs	

632	 622	 453	 404	 626	 672	 561	 425	 556	 389	

Proposed	

approach	
30	 30	 30	 30	 30	 30	 30	 30	 30	 30	

k-means	approach	 0	 0	 0	 0	 0	 0	 0	 0	 0	 0	

Serviceset_F	 218	 159	 242	 224	 141	 35	 70	 64	 141	 119	

Serviceset_Q	 160	 152	 81	 64	 112	 223	 59	 223	 142	 160	

Serviceset_C	 187	 156	 131	 131	 85	 152	 179	 140	 61	 45	

Table	4.	Service	search	result	when	k	is	100	

	

Our	approach	and	k-means	approach	both	manage	services	with	similarity	between	

services,	the	purpose	is	to	search	the	service	that	user	needs	every	time	and	reduce	

unnecessary	 comparisons.	 From	 above	 results,	 proposed	 approach	 can	 consider	

multiple	service	elements	at	the	same	time	and	every	time	we	can	successfully	search	

services	that	meets	the	user's	requirements	for	multiple	elements.	However，if	user	

uses	k-means	clustering	approach	 to	manage	services,	 they	will	have	 the	 following	

difficulties.	 First	 of	 all,	 user	 should	 consider	 how	 to	 give	 the	 value	 of	 k,	 because	

different	values	of	k	will	directly	affect	the	success	rate	of	service	search	results. And	

the	results	are	not	optimistic	when	considering	multiple	elements	at	the	same	time. 
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Even	if	Clustering	approach	can	always	search	the	services	based	on	one	element, an	

additional	step	is	still	required	to	search	which	services	satisfy	the	other	elements’	

requirement.	

5.2.2	Comparison	of	Matching	Cost	 	

Because	 the	 clustering	 approach	 cannot	 find	 all	 the	 services	 that	 meet	 the	

requirements	of	 a	user	 every	 time.	 In	order	 to	 verify	RQ2，we	also	 compared	 the	

prototype	 performance	 to	 a	 non-optimized	 centralized	 approach,	 simulated	 by	 a	

single	agent	where	all	contained	services	are	matched	against	a	received	request.	We	

will	compare	matching	costs	on	the	basis	of	ensuring	that	the	corresponding	service	

can	be	searched	every	time. We	use	the	following	metrics	to	measure	the	performance	

of	our	system:	

• Matching	 cost:	The	 total	number	of	query-service	matching	operations	until	

finding	all	suitable	services	

We	assume	a	user	search	all	services	that	meets	his	requirements	among	a	large	

number	 of	 services,	 we	 compare	 average	matching	 cost.	We	 calculate	 the	 average	

matching	 cost	 over	 10	 requests.	 The	 results	 are	 shown	 in	 Fig.10.	We	 compare	 the	

evolution	of	the	matching	cost	of	our	approach	with	the	centralized	one.	The	results	

show	 that	 proposed	 approach	 about	 half	 less	 matching	 cost	 than	 the	 centralized	

approach.	

 

Fig.10.	Matching	cost	evolution	per	number	of	services.	
	

Because	 the	 dynamics	 of	 the	 IoT	 environment	 are	 reflected	 in	 users	 and	
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important	step	in	the	process	of	managing	services.	So,	we	compare	the	matching	

cost	when	a	user	adds	a	service	in	USSN,	and	a	user	deletes	a	service	from	USSN.	

We	calculate	 the	average	matching	cost	over	10	 times.	The	results	are	shown	 in	

Fig	 .11	and	Fig.12.	As	shown	in	Fig.11,	when	adding	a	service	to	USSN,	we	need	

some	comparison	process	 to	 find	a	 suitable	place	 for	 this	 service.	However,	 the	

centralized	 approach	 does	 not	 require	 any	 comparison	 process	 at	 this	 time.	 As	

shown	in	Fig.12,	we	compare	the	evolution	of	the	matching	cost	when	deleting	a	

service. As	the	total	number	of	services	increases,	average	matching	cost	increase	

rate	in	proposed	approach	is	smaller	than	the	centralized	approach.	The	process	of	

deleting	a	service	is	also	equivalent	to	the	user	searching	a	specific	service,	that	is,	

the	 user	 puts	 forward	 specific	 requirements	 for	 each	 element	 and	 proposed	

approach	searches	that	service	in	the	USSN.	As	shown	in	Fig.13,	we	compare	the	

evolution	of	the	matching	cost	when	adding	and	deleting	a	service. We	can	see	that	

our	overall	matching	cost	is	less	than	the	centralized	approach.	

	
Fig.11.	Matching	cost	evolution	when	add	a	service	 	

	
Fig.12.	Matching	cost	evolution	when	delete	a	service	 	
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Fig.13.	Matching	cost	evolution	when	add	and	delete	a	service	

5.2.3	Analysis	 	

It	can	be	seen	from	the	above	experiment	results	that	both	our	proposed	approach	

and	the	clustering	approach	have	a	common	idea.	That	is	managing	similar	services	

together	to	reduce	unnecessary	comparison	processes.	Clustering	approach	is	based	

on	creating	various	service	collections,	and	proposed	approach	uses	the	concept	of	

community	 and	 uses	 service	 social	 links	 to	 connect	 services.	 But	 when	 a	 user	

considers	multiple	elements	of	the	service,	our	approach	can	successfully	provide	the	

service	that	the	user	requested.	And	the	user	can	decide	the	number	of	services	the	

user	needs,	 the	 service	elements	 to	be	 considered.	 If	 a	user	wants	 to	 search	 some	

similar	services,	the	threshold	for	the	similarity	of	each	element	can	be	set	to	a	higher	

value	 of	 0	 to	 1.	 If	 a	 user	wants	 to	 get	 a	 specific	 service,	 user	 only	 need	 to	 set	 the	

threshold	of	similarity	to	1.	However,	the	clustering	approach	needs	to	consider	each	

element	 of	 the	 service	 separately.	 Moreover,	 the	 number	 of	 cluster	 k	 must	 be	

determined	by	the	user,	but	in	reality,	the	user	does	not	know	how	many	services	he	

will	receive	and	does	not	know	how	many	categories	there	are.	

And	in	order	to	ensure	that	a	user	can	search	services	that	meet	the	requirements	

of	 multiple	 elements	 every	 time,	 we	 choose	 to	 compare	 with	 the	 non-optimized	

centralized	approach,	 and	proposed	approach	 can	also	 find	 that	our	 approach	 can	

greatly	reduce	the	matching	cost	and	it	can	also	manage	services	dynamically.	
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Chapter	6	
	

Conclusion	

Herein	we	propose	a	user	centric	social	service	network	(USSN)	system	for	service	

management	 and	 search.	 And	 an	 intelligence	 search	 approach	 is	 also	 proposed	 to	

effective	 service	 search.	 In	 this	 process	we	 analyze	 some	 of	 the	 characteristics	 of	

social	network	and	the	advantages	of	community	and	make	full	use	of	these	points	in	

our	system	to	create	the	type	of	social	links	based	on	the	similarity	between	various	

elements	 between	 services.	 Determine	 search	 paths	 based	 on	 relationship	

intelligence	in	these	service	social	relationships.	And	fully	consider	the	characteristics	

of	 the	 IoT	 environment,	 such	 as	 the	 dynamic	 nature	 of	 the	 environment,	 the	 user	

context	 is	 different.	 Finally,	 the	 evaluation	 demonstrates	 the	 advantages	 of	 our	

proposed	system	in	IoT	service	search.	 	
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