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The globa l market o f Internet o f Things ( IoT) has been expanding rap id ly

in recent years . With increas ing edge devices connected in the network ,

the secur i ty of IoT has become a great concern as many of these devi ces

operate in the environments where human invo lvement is l imited . This

requires secur i ty to be considered not only at the so f tware leve l , but a lso

down from the integrated c ir cui ts ( ICs ) leve l . One cr i t i ca l is sue is the

secure generat ion o f secre t keys , which serve as the root of t rus t and a

fundamenta l b lock o f secur i ty app l icat ions l ike cryptography and

authent i cat ion that is based on cryptography.

Phys i ca l ly unc lonable funct ions (PUFs) are regarded as a promis ing

so lut ion for high-secur i ty and low-cost secre t key generat ion. Leveraging

the intr ins i c random process var iat ion o f s i l i con devi ces , a PUF generates

a chip-spec i f i c ID bit st ream on-the- f ly, and this b i ts tream can be used for

secre t key rea l i zat ion. Since process var iat ion such as random dopant

f luctuat ion is extremely d i f f i cu l t to observe , PUF is regarded as more

res i l i ent to reverse engineer ing than non-volat i l e memor ies (NVMs) , and

therefore , i t i s cal l ed phys i cal ly unc lonable .

However, there are many chal lenges in PUF c ircui t des ign. The most

cr i t i ca l prob lem is that PUFs suf f er from bi t errors , because the process

var iat ion they leverage is usual ly in the mi l l ivo l t (mV) range . Random

noise , supp ly vol tage / temperature (VT) var iat ions , l ong- term aging, e t c .

cause errors in PUF data generat ion, which are not to lerab le for

cryptographic app l icat ions . In add it i on to s tab i l i ty problem, PUF should

a lso be low-energy and smal l -area, because IoT edge devi ces are genera l ly

resource -cons tra int . Most important ly, robustness aga ins t phys i ca l

at tacks must be cons idered in PUF circu it des ign .

Stat i c random access memory (SRAM)-based PUF or SRAM PUF is one of

the most important categor ies of PUFs . I t f eatures smal l area , and i t has

a d i f f erent ia l b i t ce l l s t ruc ture . The d i f f erent ia l s t ruc ture makes SRAM

PUF natura l ly more res i l i ent to power analys is at tacks , which is a k ind of

popular phys ica l attack , because the supp ly current waveforms of read ing

data “0” and data “1” have l i t t l e di f f erence . However, convent iona l SRAM

PUFs suf f er f rom higher b it error rate (BER) than low-nat ive -BER

mono-stab le PUFs . In the convent ional so lut ion, heavy error- correct ing

code (ECC) c ir cu it s are implemented to meet the zero-error requirement

for cryptography. This result s in subs tant ia l overhead in latency, power,

and area, which are not des i red for IoT edge devi ces .
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There fore , t o meet the demands , an SRAM-based PUF with nat ive ly

high-stab i l i ty b i t ce l ls and ef f i c i ent pos t-process ing techniques are

required to reduce BER so as to reduce or even e l iminate the use o f ECC.

Based on these cons iderat ions , in th is d isser tat ion, two SRAM-based PUF

so lut ions wi th novel b i tce l ls and pos t-process ing techniques are

presented .

The f ir s t work achieved more than 10 t imes lower nat ive BER than

convent iona l SRAM PUFs by us ing EE SRAM bitce l l s , and the BER is

comparable wi th the s tate-o f - the -ar t mono-stab le PUFs. I t a lso achieves

“zero” error by using only c ir cu it techniques for pos t -process ing. The

proposed dark-b i t detec t ion technique achieves “100%” reduct ion on BER

by mask ing 67 .4% detec ted b it ce l ls , whi le the prev ious work only achieved

60% BER reduct ion.

The second work presents a hybr id SRAM PUF that achieves 61 t imes

lower energy than the EE SRAM PUF whi le having the same leve l o f

s tabi l i ty. In th is work , dev i ce character i s t i cs modi f i cat ion by HCI burn- in

is app l ied , and the b i tce l l i s des igned to be compat ib le with HCI burn- in

wi th l i t t le overhead . Through the b it ce l l s tab i l i zat ion by HCI burn- in ,

“ zero” BER is achieved without mask ing loss .

The disser tat ion is organized with four chapters as fo l l ows .

In Chapter 1, the background of IoT secur i ty sys tem is f i rs t int roduced

us ing an example of edge devi ce authent i cat ion . Then , the drawbacks of

convent iona l so lut ion are d is cussed and the mot ivat ion for a PUF is

der ived . Afterwards , the bas i c concept of s i l i con PUFs and PUF-based

authent i cat ion are introduced .

In Chapter 2 , the eva luat ion metr i cs of a PUF are shown. Af ter that , pr ior

ar t on PUF is introduced, and the reason why high-s tab i l i ty SRAM PUF is

preferred is discussed . Also , pr ior post -process ing techniques on PUF

stabi l i zat ion are shown.

In Chapter 3 , an EE SRAM PUF with two-d imens ional (2-D) power gat ing

and bias -based dark-b i t detec t i on techniques are introduced. The

presented EE SRAM PUF uti l i zes an EE bit ce l l s t ruc ture to improve the

stabi l i ty of SRAM PUF. This reduces BER by 14 t imes compared with

convent iona l SRAM-based des igns (3 .04% BER) , resu l t ing in 0.21% nat ive
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BER. The EE SRAM bitce l l a lso has a smal l f ootpr int of 373 F 2 , because

only nMOS trans istors are used , and the p -n boundary does not ex is t in

i t s layout . By a novel 2 -D power gat ing technique , the energy is reduced

by approx imate ly 64 t imes to 128 fJ /b i t . The dark-b i t detec t ion us ing an

integrated bias generator success fu l ly detects “100%” dark bit s

— —120 .

Another mer i t o f th is technique is that cos t ly temperature sweep is not

required for test ing . The above -ment ioned metr ics have been ver i f i ed wi th

proto type chips fabr i cated in 130-nm standard CMOS.

In Chapter 4 , a hybrid SRAM PUF us ing hot carr ier in jec t i on (HCI )

burn- in to re inforce stab i l i ty i s presented . The SRAM bitce l l i s a hybrid o f

EE SRAM and convent ional CMOS SRAM to benef i t f rom both des igns .

Dur ing eva luat ion , i t works in the EE SRAM mode for high s tab i l i ty, and

af ter that , i t is swi tched to the CMOS SRAM mode to take advantage o f

the low-power feature . Moreover, th i s mode trans i t ion enables the PUF to

work under low supply vo ltages ( s ) down to 0 .5 V. As a result , i t s

energy is great ly reduced to 2.07 fJ /b i t . This is 61 t imes reduct ion

compared with EE SRAM PUF. The hybrid SRAM bitce l l i s compat ible with

HCI burn- in s tab i l i zat ion . HCI ef f ec t is ut i l i zed to enlarge the Vth

mismatch o f PUF ce l ls f or s tab i l i ty re inforcement . By this technique , a l l

across 0.5— —120 af ter 10-min burn- in . Compared with

error- f ree pr ior art , the hybrid SRAM PUF achieves the lowest energy

whi le HCI burn- in is the only technique that has no requirements on

addit i onal fabr i cat ion processes , he lper data , or v is ib le ox ide damages .

The above -ment ioned metr i cs have been ver i f ied wi th prototype chips

fabr icated in 130-nm standard CMOS.

In Chapter 5 , the conc lus ions of the disser tat ion are drawn.


