
 

 

早稲田大学大学院情報生産システム研究科 
 

 

 

 

博 士 論 文 概 要 
 

 

 

 

 

 

 

 

論  文  題  目  

 

S tu dy  on  Low Ener g y  True  

R andom  N umbe r  Genera tor  w i th  

L at ch -based  Co re  an d   

v on  Ne uma nn -based  

Pos t - Proce ss ing  f o r  Har dwa re  

Secu r i t y  

 

 
 

 

 

申  請  者 

Ruilin Zhang 

 

情報生産システム工学専攻 

ディペンダブル情報システム研究 

 

 

 

 

 

2022 年  3 月  



 

2 

In format ion securi ty  has  become a  c r i t i ca l  i s sue  in  the  IoT era due to  a  

large  number  o f  edge  dev i ces  communicat ing  wi th  servers  and  each  o ther  

in  an environment  where  human invo lvement  i s  weak .  That  requires  

embedded  cryptographic  systems to  protec t  con f ident ial  data .  And  true  

random number  generator  (TRNG)  i s  an essent ial  component  o f  i t .  TRNG 

ut i l i zes  random phys ica l  phenomenon to  generate  unpred ic tab le  t rue  

random numbers ,  which  can  be  used  as  secure  keys ,  nonce ,  and  so  on.  

 

There  have been some requi rements  in  TRNG .  Firs t ,  fo r  a  c ryptographic  

app l icat ion,  TRNG  must  have h igh randomness  output  under  PVT (process ,  

vo l tage ,  and temperature)  var iat ions .  Robustness  aga ins t  intent ional  

at tacks  i s  a l so  required .  Second,  the  energy - constra ined IoT dev ices  

mot ivate  low energy TRNG .  Therefore ,  th is  work  targets  t o  des ign l ow 

energy  TRNG with  h igh  randomness  and  robustness .  

 

Typ ica l ly,  a  TRNG cons is ts  o f  a  TRNG core  and a  post -process ing b lock .  

The  TRNG core  ut i l i zes  phys ica l  no ise  and  generates  raw n b i ts  w ith 

de fec ts .  Then  the  post -process ing  b lock  i s  app l ied  to  remove  these  de fects  

and  generate  m b it s  w i th h igh  random ness .  The extract ion e f f i c i ency  

(ExE)  is  def ined  as  m/n.  The  to ta l  energy  o f  TRNG ( E T R N G )  i s  ca lcu lated  

as :  E C O R E /ExE+E P O S T ,  where  E C O R E  and E P O S T  are  the  energy  o f  TRNG core  

and  post -process ing,  respect ive ly.  There fore ,  in  order  to  des ign  a  l ow 

energy  TRNG,  both l ow E C O R E  and E P O S T ,  and h igh ExE are  required .  

 

For  l ow energy  and high ExE post -process ing ,  N-b it s  von Neumann  (VN_N) 

is  a  candidate .  I t  can  potent ia l ly  reduce  the  dynamic  power  by  process ing  

N-b it s  at  the  same t ime.  As  the  N va lue  increases ,  i t s  ExE is  increased.  

But  the  mapping tab le  complex i ty  increases  exponent ia l ly  (2 N ) ,  which  has  

been  an  obstac le  f or  hardware  implementat ion.  

 

In  the  f i e ld  o f  TRNG core ,  lat ch-based TRNG potent ia l ly  prov ides  l ow 

energy  so lut ion,  thanks  to  the  s imple  s t ruc ture  and  only  one - t ime  vo l tage  

trans i t i on  f or  data  generat ion .  However,  i t  suf f ers  mismatch - induced  

entropy  drop ,  which requires  complex  ca l ibrat ion  and  f eedback  c i rcu i ts .  

Or  256 la tches  are  needed f or  obta in ing  1 -bi t  output .  Both  o f  them 

consumes  a  lo t  o f  energy.  

 

Based on these  cons iderat ions ,  in  th is  d is sertat ion ,  h igh ExE and low 
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energy pos t -process ing based on VN_N approach ,  and  f eedback contro l  f re e  

l ow energy  lat ch -based TRNG core  are  s tudied .  

 

As  f or  the  post -process ing ,  the  mapping tab le  complexi ty  in  VN_ N i s  

so lved  in  three  l evel s :  At  the  a lgor i thm level ,  a  wait ing s t rategy  is  

proposed.  By gather ing two newly  introduced wai t ing  f lags  and generat ing  

output  bi ts ,  h igh  ExE wi th a  smal l  N  value  i s  ach ieved .  At  the  

arch itecture  l evel ,  a  Hamming weigh t -based  s truc ture  is  proposed  to  

recons truct  the  large  tab le  us ing  smal ler  tab les  based on Hamming weight .  

At  the  l og ic  l eve l ,  an  input -symbol -based code  ass ignment  us ing input  

codes  as  outputs  i s  proposed  f or  l og ic  reduct ion .  An 8 -b i t  von Neumann 

wi th wait ing  (VN_8W,  62.21% ExE)  i s  des igned  and  conf i rmed in  rea l  ch ip .  

 

As  for  the  TRNG core ,  a  l ow  energy  and  h igh  robustness  la t ch -based  TRNG 

core  i s  proposed .  I t  removes  the  ca l ibrat ion  and f eedback  c i rcu it s  by two 

novel  methods :  mismatch se l f - compensat ion and  random no ise  

enhancement .  The  mismatch se l f - compensat ion i s  rea l i zed  by  p lac ing the  

ini t ia l  s tate  point  c lose  to  the  metastable  po int  us ing  newly added gate  

capaci tance .  In  contras t  w ith  the  convent ional  f i xed  ini t ia l  s tate  point ,  

the  proposed in i t ia l  s tate  po int  f o l l ows  the  metas tab le  po int ,  which  

changes  pos i t i on  in  response  to  mismatch var iat ions .  For  noise  

enhancement ,  d amped osc i l lat i on  us ing large  r es i s tor  is  app l ied  f or  the  

f i rs t  t ime .   

 

F inal ly,  VN_8W is  combined with the  lat ch-based TRNG core  to  bui ld  a  

to ta l  TRNG.  The  per formance  o f  the  to ta l  TRNG is  ver i f i ed  by real  ch ip .  

 

The d i sser tat ion conta ins  f ive  Chapters  as  f o l l ows :  

Chapter  1  br ie f ly  int roduces  the  securi ty  i ssues  in  the  IoT era  and  the  

random number  generators  in  hardware  secur i ty.  

 

Chapter  2  shows  the  TRNG des ign  requirement  wi th  introduct ion o f  

prev ious  works  on  post -process ing and TRNG core .  Then,  the  mot ivat ion 

and  concept  o f  th is  re search are  presented.  

 

Chapter  3  descr ibes  the  proposed  N-b it  von  Neumann post -process ing wi th 

h igh ExE and low energy.  F i rst ,  a  l i ght -we ight  4-b i t  von Neumann (VN _4)  

us ing  input -symbol  based code  ass ignment  is  presented .  The l og i c  
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complex ity  is  roughly re duced to  2 /16 t imes  than the  convent ional  code  

ass ignment .  Then,  the  concept  o f  wait ing s t rategy is  sh own.  VN_4 wi th 

wait ing  (VN_4W)  achieved  46.88% ExE,  which i s  h igher  than convent ional  

6-b i t  von Neumann (VN_6,  41.67%  ExE) .  Target ing more  than 50% ExE,  

hardware  implementat ion  o f  VN _8W with 62.21% ExE i s  presented .  Us ing 

the  Hamming weight -based  s t ruc ture ,  t he  convent ional  2 8  complex ity  

mapping  tab le  i s  rebui l t  w i th two  ident ica l  4  Bi ts  Logi c  (2 4  complex ity )  

and an 8  Bit s  Logic  (5 2  complex ity ) .  Therefore ,  the  mapping tab le  

complex ity  is  roughly improved 4 .5  t imes .   

 

Fabr i cated  in  130-nm CMOS,  combined wi th the  c l ock  gat ing technique,  

VN_8W achieves  l ow  energy o f  0 .18  pJ/ b i t  a t  0 .45  V,  1  MHz.  Compared 

wi th prev ious  work  based  on i terated  von  Neumann ,  i t  ach i eves  more  than 

20% energy  reduct ion  at  ident i cal  supp ly vo l tage .   

 

Chapter  4  shows the  proposed  low energy  lat ch -based TRNG .  The  TRNG 

core  features  mismatch  se l f - compensat ion  and  random no ise  enhancement .  

F irst ,  the  proposed entropy source  lat ch c i r cui t  i s  descr ibed.  Then,  the  

mismatch se l f - compensat ion  i s  int roduced .  I t  i s  achieved  by  p lac ing  the  

ini t ia l  s tate  po int  c l ose  to  the  metastable  po int ,  and 63.3% mismatch i s  

se l f - compensated  by newly added gate  capac i tance .  The  noise  enhancement  

in  damped osc i l la t i on  mode by introduc ing RC de lay  in  the  f eedback loop  

o f  each  inver ter  is  presented .  The  no ise  i s  3  t imes  enhanced by  the  newly  

added  large  res is tor.  As  a  resul t ,  the  TRNG core  exhibi ts  6σ  robustness 

agains t  process  var iat ions  with on ly  4  entropy source  l at ches .  This  is  1 /64  

t imes  smal ler  than  the  convent ional  work  (256  la t ches) .  

 

The to tal  TRNG,  inc luding  VN_8W,  is  ver i f i ed  wi th chips  fabr i cated  in  

130-nm CMOS.  I t  operates  across  a  wide  vol tage  (0 .3 -1 .0V)  and 

temperature  ( -20 -100 ℃ )  range.  Cryptographic -grade randomness  i s  

ver i f i ed  by NIST SP 800 -22 and 800-90B IID tes ts .  Power  no ise  in ject i on 

res i l i ence  is  a l so  demonstrated .  An ag ing test  revea ls  the  equiva lent  

11-year  l i f e  o f  the  TRNG.  I t  ach ieves  the  s tate -o f - the-art  minimum energy  

consumpt ion o f  0 .186  p J/b i t  a t  0 .3  V.  These  measurement  resul ts  

demonstrate  that  the  TRNG has  h igh randomness  under  PVT var iat ion s  

and  low  energy  consumption ,  su i tab le  for  energy - constra ined IoT dev ices .  

 

Chapter  5  conc ludes  the  d i sser tat ion .   


